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MFT Collection from a Live System 

https://github.com/jschicht/RawCopy 

 

 

 

Parsing the MFT file 

https://binaryforay.blogspot.com/2018/06/introducing-mftecmd.html 

MFTECmd.exe -f "C:\Users\mdelacruz\Desktop\Collections\MFT_C.bin" --csv "C:\Users\mdelacruz\Desktop\Collections" --bn MFT.csv 
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MFT Timeline Explorer 

https://ericzimmerman.github.io/Software/TimelineExplorer.zip 

  

https://ericzimmerman.github.io/Software/TimelineExplorer.zip
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Extracting the SAM file from a live system 

Locate the MFT Entry number for the SAM file 

 

RawCopy.exe /FileNamePath:C:455336 /OutputName:SAM 
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Your client suspects important files were downloaded to a USB drive in 2016. 

On 11/1 you request the forensic image of that USB drive. 

You receive the following forensic image on 11/3 and begin to review it in FTK. 

 

Did you receive a forensic image of the USB drive? 

Does anything look suspicious? 

How could the PPTX files have a date prior to the MFT last modified date? 

What are some questions to ask opposing counsel about the image you received? 
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Your client suspects important files were downloaded to a USB drive in 2016. 

On 11/1 you request the forensic image of that USB drive. 

You receive the following image on 11/3 and begin to review it in FTK. 

 

Why is the partition unrecognized? 

How can you verify there is data on the image? 

How can you recover the data structures? 
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File Timestamps 

What are the 3 timestamps recorded in a file?  Created, Accessed, and Modified 
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Analyzing Timestamps 

Copying a File 

Which timestamps changed? 

Which timestamp was inherited from the original file? 
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The Modified Timestamp 

Editing the Title value 

 

Which timestamp changed?  Which timestamps stayed the same? 
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 Internal Use Only 12 

 

File Hashing 

Hashing is an algorithm that calculates a fixed-size bit string value from a file. 

Two files with different file names 

 

 

File hashes match. 
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What happens if we modify one metadata field for one file? 

 

Delete “Test” from the Title field. 

 

Re-hash the file.  Our MD5 value has changed. 

 

File hash mismatch  
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What changes need to occur to a file to cause a file hash mismatch?  Changes to data area of the file. 

Do changes to the filename or timestamps cause a file hash mismatch? 
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HDD vs Solid-State Hard Drives 

 

What happens when you delete a file on a traditional HDD?  The operating system marks the data as 

unallocated and the space the delete file takes up is available for new data.  The old data remains 

untouched and recoverable until it has been overwritten with new data. 

What happens when you delete a file on a Solid-State Hard Drive?  TRIM immediately purges the areas 

of the SSD where the deleted data resided.  

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwj16rnxx8feAhUq04MKHZpMAoAQjRx6BAgBEAU&url=https://www.backblaze.com/blog/ssd-vs-hdd-future-of-storage/&psig=AOvVaw2dyLQhE7pfhZf2GODQAepT&ust=1541861511317349
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How can you determine if TRIM is enabled on your SSD? 

Zero (0) = TRIM enabled 

 

How can you disable TRIM? 

One (1) = TRIM disabled 

  

If TRIM is enabled, can you recover deleted files from the SSD? 

TRIM disabled – Recycle Bin emptied out 

How can you identify if the files are recoverable? 
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What steps should be taken by any forensic analyst prior to reviewing forensic images?  Chain of custody 

review, MD5 hash verification, Set Case Time Zone, view MFT timestamp, and identify the last 

timestamp recorded by the system. 

How can you verify a proper forensic image has been acquired?  Acquisition hash verification must be 

done prior to signing the chain of custody form.  This ensures the integrity of the data collected. 

 

What if the hash verification doesn’t match the hash on the chain of custody form? 

Should any timestamps exist after the forensic collection date? 

According to the chain of custody sheet, the following forensic image was created on 11/1/2018. 
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View the MFT timestamp 

Why is the MFT timestamp an important artifact? 
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Identify the last timestamp recorded by the system 

 

Should you proceed with analyzing this image if the chain of custody sheet indicates it was collected on 

11/1/2018? 

What questions should you have about how this image was collected? 

Why is a chain of custody crucial to verifying the integrity of digital evidence?
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File Type Categories 

What are the four most common file type categories found on a Windows PC?  Active, deleted, slack, & 

unallocated space. 

What are active files?  Files that are accessible by the operating system. 

What are deleted files?  Files that have been hard deleted or emptied out of the Recycle Bin. 

What are slack files?  Remnants of deleted files that exists at the end of a file’s allocated data 

sector/cluster. 

What is unallocated space?  Any space that is available for use within a logical partition. 

What is unused space?  The unused sectors outside of a logical partition.  
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Quick Format 

 

 

Recoverable user data 
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Full Format 

 

 

No recoverable user data.  Evidence of system data. 
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 Internal Use Only 25 

 

Normally deleted file. 
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File Wiping with data patterns 

 

File Wiping with Zeros 

 

What key indicators can we look at to determine if a file has been shredded/wiped? 

Can you determine when a file was wiped? 

Can you determine which tool was used to wipe the file? 
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Hashing a drive/image 

 

Why are MD5 hash verifications of forensic images important? 

How much data needs to change to have a hash mismatch? 

MD5 Hash:  89de99703f24a4f327311511964f2a52 

 

Changed one bit from “0” to “1” 

MD5 Hash:  89e1110ef65d95e5e320d869dab738c6 
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Chain of Custody should have number of sectors imaged and MD5 hash value generated. 

How do bad sectors affect the MD5 hash value creation?  Validation? 

How can you identify the differences in two images that have different MD5 hashes? 

 

When would this comparison be useful? 
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File Hashing (Checksum) 

What part of a file is hashed? 

Why would you conduct a file hash verification before reviewing them? 

What areas of the file can change without affecting the file hash value? 

Hash.txt – MD5:  827ccb0eea8a706c4c34a16891f84e7b 
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Program used to change the Created/Accessed/Modified timestamps. 

Hash.txt – MD5:  827ccb0eea8a706c4c34a16891f84e7b 
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Original hash.txt file 

MD5:  827ccb0eea8a706c4c34a16891f84e7b 

 

Edited hash.txt file 

MD5:  e10adc3949ba59abbe56e057f20f883e 

 

Does changing the filename change the file’s hash value? 

Will removing metadata from a document change its hash value? 
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Metadata Analysis 

What are compound files? 

Why is it important to analyze timestamps recorded in the MFT and within compound files? 
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What are file signatures? 

How are file signatures used to identify deleted files? 

JPG header signature 

 

JPG footer signature (End of File) 

 

Locate the header and footer signatures and copy out everything in between. 

What if the footer signature was been overwritten? 
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Fully recovered JPG with header and footer signature intact.

 

Partially recovered JPG.  Header intact, but half of the file and footer have been overwritten. 
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File Carving Embedded Files 

 

ZIP File Header:  \x50 \x4B \x03 \x04 at Offset 0 

 

ZIP File Footer:  \x50 \x4B \x05 \x06 + 18 trailing bytes before the end of file. 

 

Does renaming a file extension change the files signature? 
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File Carving Embedded Files 2 

 

Search for “_Types].xml”. 

Jump back 38 bytes to find the start of the file.  (ZIP header \x50 \x4B \x03 \x04) 

 

Search for the file signature footer data for a ZIP \x50 \x4B \x05 \x06\x00\x00\x00\x00 

Jump forward 14 bytes to find the end of the file. 

Copy out everything between the start of file and end of file. 
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Searching Compound Files 

What is a PST file?  ZIP file?  RAR file? 

How can you ensure you’re searching all possible emails in a PST file?  PST recovery 

What isn’t searched when using non-forensic search tools?  Non-text attachments 

How can you search for text in scanned documents/PDF’s?  OCR all scanned files. 

How can you ensure you’re searching all possible data containers in a PST file?  Parse email files, extract 

all embedded files, then run your keyword search.  (Scanned files with no embedded text will not be 

included in the search.  In order to include scanned image files in the search, you would need to OCR 

them prior to searching them.) 
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iPhone Backups on a computer 

C:\Users\username\AppData\Roaming\Apple Computer\MobileSync\Backup\ 
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What type of information can you extract from an iPhone backup? 

 

Contacts, Call History, Text Messages, WhatsApp Messages, Calendar Items, Notes, Voicemail, Voice 

Memos, Safari History, Photos, Apps, Raw Files 
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Text messages 

 

What if the iPhone backup is encrypted? 
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Cracking iPhone Backup Encryption 

From iTunes, verify the local iPhone backup is encrypted, 

 

Go the iPhone backup location and locate the manifest.plist file 
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Upload the manifest.plist file and submit 

 

iPhone information extracted from the manifest.plist file 
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What is the benefit of analyzing a backup versus the actual iPhone? 
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Logical acquisition of an iPhone device 

Belkasoft Acquisition Tool - https://belkasoft.com/get 

Select Mobile Device 

 

Select Apple 

 

Enter Target Path 

 

https://belkasoft.com/get
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Verify iPhone backup completed successfully 

 

Open iBackup Viewer to parse the iPhone backup created 
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What if the iPhone backup is on iCloud? 

iCloud Acquisitions with AXIOM 

 

Select the iCloud Backup to acquire 
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Jailbreaking an iPhone to Collect a Physical Image 

Create a backup your iPhone and identify your iOS version. 

 

Download Cydia Impactor (http://www.cydiaimpactor.com/) and Ritz IPA 

(http://pangu8.com/jailbreak/12/ritz-b1.ipa) 

  

http://www.cydiaimpactor.com/
http://pangu8.com/jailbreak/12/ritz-b1.ipa
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Launch Cydia Impactor 

 

 

 

 

Drag Ritz IPA into Cydia Impactor and sign in with iTunes e-mail account 

 

Go to Profiles & Device Management on the iPhone and select the entry in the Develop App section, and 

Trust the app. 
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Social Media Acquisitions 

Facebook 



 

 Internal Use Only 60 

 

Instagram Acquisition 
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Link Files 

What information can you gather from a link file? 

 

Can you identify how many USB storage devices were attached to a computer? 
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What information is stored in the registry about a USB storage device? 
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Internet Activity - Browser History Examiner 

Capture history from local or remote PC. 
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Identify login information 

  

Identify email addresses 
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Identify web searches conducted 

  

Identify downloaded files 

  

Identify Form History data 
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Identify cached images from websites 

 

Website Visit Count 
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Recover Stored Web Passwords 
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Email Collections 

What are the most common types of email collections?  POP, IMAP, Gmail, Exchange 
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Collection to EML, MSG, or PST file format.  Files are hashed for verification purposes. 

 

Select ALL, only select folders, or perform a pre-acquisition search. 
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Email Collections 

Magnet AXIOM 
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Volume Shadow Copy (VSS) 

Windows service that takes a snapshot of files/volumes while in use. 

 

Shadow Explorer will parse all available snapshots. 
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Accessing VSS snapshot as a volume 

Why is it useful to be able to access the MFT of different VSS snapshots? 

Install Dokan - https://github.com/dokan-dev/dokany/releases/tag/v0.7.4 

Run vshadowmount with byte offset ([Sector Offset] x 512) = byte offset 

vshadowmount -o 105906176 -X allow_other D:\Collection\WS_002\WS_002.001 x: 

 

If you get the following error message, reinstall Dokan. 

 

If successful, you will see all available VSS snapshots on the X drive. 

  

https://github.com/dokan-dev/dokany/releases/tag/v0.7.4
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Access X:\ volume using FTK Imager and import each VSS snapshot at an image file 
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For each VSS snapshot, extract $MFT and $LogFile 

 

 

And extract the $USnJrnl\$J file 
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Additional files to extract from the VSS snapshot for additional data extraction 

• C:\pagefile.sys 

• C:\hiberfil.sys 

• C:\Windows\system32\config\SAM 

• C:\Windows\system32\config\SYSTEM 

• C:\Windows\inf\setupapi.app.log 
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Generating a file listing report for each VSS snapshot is also recommended. 
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Parse the $MFT, $LogFile, and $J files for each of the VSS snapshots 
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Export the Creation, Deletions, and Renames/Moves reports 
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Concatenate the log files 

type system_DELETED_EVENTS.txt vss_01_DELETED_EVENTS.txt vss_02_DELETED_EVENTS.txt 

vss_03_DELETED_EVENTS.txt vss_04_DELETED_EVENTS.txt > master_DELETED_EVENTS.txt 
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VSS in AXIOM 
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Virtual Machines 

What are virtual machines? 

 

What is the best way to acquire the contents of a live virtual hard disk? 
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What are snapshots? 

 

Where are snapshots located and what information can I get from them? 
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Why do virtual machines need to be mounted to be properly analyzed? 
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Encrypted Files on Windows (EFS) 

What are encrypted files? 

 

How can forensic tools identify encrypted files? 
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Hex view of unencrypted XLSX file 

 

Hex view of encrypted XLSX file 
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Encryption Information 

How can we identify who is able to open an encrypted file? 

 

How can we identify the recovery account? 
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Encrypted Volumes 

What are encrypted volumes? 

Hex view of an unencrypted partition entry 

 

Hex view of a VeraCrypt encrypted partition file 

 

Are there file signatures associated with encrypted volumes? 

What methods can we use to identify possible encrypted volumes?  Size, signature, entropy 
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Encrypted Volumes – File Size 

Encrypted volume containers will always be divisible by 512. 

 

15,482,880 / 512 = 30,240
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3,908,420,239,360 / 512 = 7,633,633,280 
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Encrypted Volumes – File Signature Technique 

How can a file signature search be used to identify a possible encrypted volume container? 

 

What would be an unusual number of recovered files for an 8GB file/disk? 
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Encrypted Volumes – File Entropy 

What is an entropy test?  Measures the predictability of any specific character in the file. 

A high entropy score indicates a random or chaotic series. 

A low entropy score indicates a high degree of regularity. 

Encrypted volumes will always get high entropy scores. 
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Entropy test on an unencrypted disk image. 

 

Entropy test on an executable. 
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Entropy test on a Powershell script. 
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Automating an Entropy Test Scan 

 

Reviewing the Entropy Scan results 
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Decrypting a Veracrypt container 

Why is a memory capture important to obtain on a live system? 

 

Using a memory dump to decrypt a Veracrypt container. 
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Using a brute-force attack to decrypt a Veracrypt container. 
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Password recovery from a memory dump. 
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Memory Forensics 

What is memory forensics?  The analysis of volatile data in a computer’s memory dump. 

What information can be extracted from a memory image?  Running programs, OS info, passwords. 
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What is the pagefile.sys file?  A reserved portion of a hard disk used as an extension of memory. 

Analyzing the pagefile with AXIOM 
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Memory Capture with FTK 
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What is the hiberfil.sys file?  A compressed copy of memory that Windows creates when the computer 

goes into hibernation mode. 

Copying out the hiberfil.sys file with FTK 
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How do you convert the hiberfil.sys file into a format that can be parsed by Volatility?  Use Volatility to 

convert the compressed file into a raw memory dump that can then be processed by Volatility. 

volatility_2.6_win64_standalone.exe -f “C:\Users\mdelacruz\Desktop\Case 12345\CF\VSS\VSS1\hiberfil.sys” --

profile=Win7SP0x64 imagecopy -O “C:\Users\mdelacruz\Desktop\Case 12345\CF\VSS\VSS1\hiberfil.raw” 

 

Hash the hiberfil RAW files with HashCalc to verify they are unique 

Identify the memory profile from the RAW hiberfil file 

volatility_2.6_win64_standalone.exe imageinfo -f "C:\Users\mdelacruz\Desktop\Case 

12345\CF\VSS\VSS1\hiberfil.raw" 
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List the registry hive 

volatility_2.6_win64_standalone.exe -f "C:\Users\mdelacruz\Desktop\Case 

12345\CF\VSS\VSS1\hiberfil.raw" hivelist --profile=Win7SP0x64 

 

Extract the hashes using the Virtual addresses for the SYSTEM (-y) and SAM (-s) files 

volatility_2.6_win64_standalone.exe -f "C:\Users\mdelacruz\Desktop\Case 

12345\CF\VSS\VSS1\hiberfil.raw" --profile=Win7SP0x64 hashdump -y 0xfffff8a000024010 -s 

0xfffff8a0023fa410 > “C:\Users\mdelacruz\Desktop\Case 12345\CF\VSS\VSS1\hashes.txt” 

 

Viewing the exported hashes.txt file 
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Identify the memory profile from the MemDump 

volatility_2.6_win64_standalone.exe imageinfo -f memdump.bin 

 

List the registry hive 

 volatility_2.6_win64_standalone.exe -f memdump.mem hivelist –profile=Win2003SP0x86 

  

Extract the hashes 

volatility_2.6_win64_standalone.exe -f memdump.bin --profile=Win2003SP0x86 hashdump -y 

0xe10192a8 -s 0xe1417938 > hashes.txt 
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Crack the hashes 

Open the output file 

 

 Run it through an NTLM hash crack tool

  

NTLM hash crack completed in under 5 minutes.  
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Password Recovery 

Why would I need to crack a local password? 

What files are needed to crack local passwords? 

What is a SAM file? 

How do you obtain the files needed for a password recovery? 

How long does it take to crack once an NTLM hash has been extracted?  Up to 3 days, but usually under 

24 hours. 
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Extract the NTLM hashes from the SAM database.  (Run as Administrator) 

NTLM Hash:  2d0d06d7241415325a75ce4ee89795a8 

 

Crack the extracted NTLM hash 

What is Hashcat?  A CPU & GPU-based password recovery tool. 

What is Hashkiller?  Free online searchable database of over 312 Billion unique decrypted NTLM hashes 

since August 2007.  https://hashkiller.co.uk/ 
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What are rainbow tables?  Pre-computed tables for cracking password hashes. 
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Online Hash Crack - https://www.onlinehashcrack.com/ 

 

 

Why is it beneficial to have the local administrator password? 

What other hashes can be cracked online? 
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Password Extraction 

Windows Credential Manager 

 

Powershell script to extract passwords from currently logged on user’s password vault 

$vault = New-Object Windows.Security.Credentials.PasswordVault 
$vault.RetrieveAll() | % { $_.RetrievePassword();$_ } 
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Password Extraction from a Forensic Image 

Mount the forensic image with Mount Image Pro 

 

Download Credential File View - https://www.nirsoft.net/utils/credentials_file_view.html 

Select the drive letter the image was mounted on, and click Automatic Fill 

https://www.nirsoft.net/utils/credentials_file_view.html
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Usernames and decrypted passwords are displayed 

 

Password Vault’s can also be extracted from each of the VSS snapshots and decrypted with Credential 

File View.  Do not use the autofill option.  Path locations will need to be manually entered to point to the 

VSS export folders. 
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Recovering Stored Web Passwords 

WebBrowserPassView - http://www.nirsoft.net/utils/web_browser_password.html 

  

http://www.nirsoft.net/utils/web_browser_password.html
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Identifying Attached USB Devices 

Extracting the SYSTEM file and setupapi.app.log files from a live system 

Obtain Protected Files with FTK 

 

Select Password recovery and all registry files 

 

Extract the C:\Windows\inf\setupapi.app.log file 
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Extracting the SYSTEM file and setupapi.app.log files from a VSS snapshot 

Assuming the VSS snapshots are still mounted with vshadowmount 

 

For each VSS snapshot, extract the SYSTEM file 
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For each VSS snapshot, extract the C:\Windows\inf\setupapi.app.log file 
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Creating the USB Devices Report 

Open USBDeview (Run as Administrator) 

 

Options-Advanced Options 

 

Change Load From to External SYSTEM Registry File and enter the path of the exported SYSTEM file 
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Sort by Device Type and look for Mass Storage entries 

 

Detailed view for each entry 
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All or select entries can be exported out to HTML or pasted into Excel. 

Export all USBSTOR entries from the setupapi.app.log files 

 

Use the setupapi.app.log files to identify when USB storage devices were first attached to the PC. 

  



 

 Internal Use Only 130 

 

Putting it all together 

Was the collection done in a certifiable manner? 

Can the collected data be verified by a second party? 

Can the results of your analysis be duplicated from the original data set? 

Can the analysis results be achieved/explained without using automated tools? 

Did the analysis accurately identify all PC activity from available snapshots? 

How does the analysis of the data affect my case? 

Each case will require a unique strategy to analyze.  Understanding which strategy to take is key in every 

computer forensic case. 

 


