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MFT Collection from a Live System

https://github.com/jschicht/RawCopy

BIN File

|| MFT_C.bin 214

Parsing the MFT file

https://binaryforay.blogspot.com/2018/06/introducing-mftecmd.html

MFTECmd.exe -f "C:\Users\mdelacruz\Desktop\Collections\MFT_C.bin" --csv "C:\Users\mdelacruz\Desktop\Collections" --bn MFT.csv

\ \mdel \
MFTECmd version ©.3.3.8

uthor: Eric Zimmerman (saericzimmerman@gmail.com)
https://github.com/EricZimmerman/MFTECmd

Command line: -f mdelacr Desktop\Collections\MFT_( r C:\Users\mdelacr

1lections\MFT_ i i seconds

A 3 5 ] E F [ H | J K L r N o F ] R s T u v w ® 0 z BA_| BB | AT
1 [Enwylumber Sequencinllse  ParereEr PareniSe ParentPath FileHame Emensior FileSize Feferenc Feparse’ lsDirectol HasAds Ishds  SKFM  uSecZenCopied SiFlags NameTur Createdt CreatedC LastModi LastModi LastFecs LastFlect Lasthco: Lasthoct Updated LogfileSs Securith C
2 [ 1 TRUE SMFT BE+08 FALSH LSE FALSE FALSE FALSE FALSE HiddenlS DosWind 03280 03280 03280 03280 0 SE+D 256
3 1 1 TRUE 5 5 SMFTMin 4096 1 FALSE FALSE FALSE FALSE FALSE FALSE HiddenlS[Daswind 05260 03280 03:28.0 03280 0 3E07 256
+ H 2 TRUE H H $LogFile TEA0T 1 FALSE FALSE FALSE FALSE FALSE FALSE HddenlSDoswWind 03:28.0 03280 05:28.0 05:28.0 0 3EW07 256
5 3 3 TRUE 5 5 $okume [ 1 FALSE FALSE FALSE FALSE FALSE FALSE HddenlSDaswind 0G:26.0 03:28.0 03:28.0 03280 0 30T 257
5 4 4 TRUE 5 5 ShonDef 2560 1 FALSE FALSE FALSE FALSE FALSE FALSE HiddenlS[Daswind 05260 03280 03:28.0 03280 0 dEsm [
7 5 5 TRUE 5 5 . [ 1 TRUE FALSE FALSE TRUE FALSE FALSE HidderlSDosWind 04:246 03280 25166 03200 25186 03260 25986 03200 26+ SE«~0 72527
) 6 6 TRUE 5 5 $Bitmep 3607 1 FALSE FALSE FALSE FALSE FALSE FALSE HdderlSDaswind 0G:26.0 03280 03:28.0 03280 0 23 256
3 7 7 TRUE 5 5 $Boat 6132 1 FALSE FALSE FALSE FALSE FALSE FALSE HiddenlS[Daswind 05260 03280 03:28.0 03280 a a [
" [ & TRUE 5 5 $BadClus [ 1 FALSE TRUE FALSE FALSE FALSE FALSE HddenlSDoswind 05:26.0 03280 03280 03280 0 Ee0s 256
ki & & TRUE 5 5 3BadClus$Bad  SE+TI 1 FALSE FALSE TAUE FALSE FALSE FALSE HdderlSDoswind 0G:28.0 03280 05280 05280 0 E03 256
[ El 3 TRUE 5 5 Secure. 26407 1 FALSE TRUE FALSE FALSE FALSE FALSE HddenlS[Daswind 03260 03280 03280 03280 0 dEsD 257
3 El 3 TRUE 5 5 $Secure$305  2E+07 1 FALSE FALSE TAUE FALSE FALSE FALSE HddenlSDoswind 05:28.0 03280 03280 03280 0 dEvD 25T
i3 0 0 TRUE 5 5 sUpCase 1072 1 FALSE TRUE FALSE FALSE FALSE FALSE HdderlSDoswWind 0G:28.0 03280 05280 05280 0 dEsD 256
3 0 0 TRUE 5 5 $lipCase:finfo 32 1 FALSE FALSE TAUE FALSE FALSE FALSE HddenlSDaswind 05260 03280 03280 03280 0 dEsD 256
* bl T TRUE 5 5 $Emend [ 1 TRUE FALSE FALSE FALSE FALSE FALSE HdderlSDoswWind 03280 03:28.0 03:28.0 03280 0 2608 257
i 24 1 TRUE kil T ¥Erend $Guota 1 FALSE FALSE FALSE FALSE FALSE FALSE HdderlSPosk 03323 03323 05323 05323 0 3E+07T 25T
[ 25 1 TRUE il T $Estend $0bjd i 1 FALSE FALSE FALSE FALSE FALSE FALSE HdderlSPask 03323 03323 03323 03323 0 SExm 257
# 25 1 TRUE hil T $Emend $Reparse [ 1 FALSE FALSE FALSE FALSE FALSE FALSE HddenlSPosk 03323 03323 03323 2R061 03323 0 SEem 257
20 21 1 TRUE il 1 w#Erend $RmMetadata a 1 TRUE FALSE FALSE FALSE FALSE FALSE HdderlSPosw 03323 03323 05323 03323 0 GE0T 256
2 E} 1 TRUE 27 1 $Entend$RmMetadata $Fepair i 1 FALSE TRUE FALSE FALSE FALSE FALSE HdderlSPask 03323 03323 03323 03323 0 3E03 257
z 28 1 TRUE 27 1 .#ErendyRmMetadata $Repair:$Config g 1 FALSE FALSE TRUE FALSE FALSE FALSE HddenlSPosk 03323 03323 03323 03323 0 303 257
2 i 1 TRUE 21 1 wutenchiRmMetadata $Repair$Comupt  BE+07 1 FALSE FALSE TAUE FALSE FALSE FALSE HdderlZPosk 03323 03323 05323 05323 0 3E03 25T
2 E} 1 TRUE 27 1 $Entend$RmMetadata SFepairtVerity  E+0T 1 FALSE FALSE TAUE FALSE FALSE FALSE HdderlSPask 03323 03323 03323 03323 0 3603 257
2 29 1 TRUE 27 1 #Emendi$Rmietadata $Tullog [ 1 TRUE FALSE FALSE FALSE FALSE FALSE HdderlSPosk 03323 53560 03:323 53560 03323 53560 03323 0 4EvD 258
% 0 1 TRUE 21 1 WutenchiRmMetadats STt a 1 TRUE FALSE FALSE FALSE FALSE FALSE -2F+03 Posw 03323 1©:238 03323 12238 03323 12235 03323 0SB+ 256
2 Ell 1 TRUE 23 1 $Estendi$Rmbetadatai$ T+iLog $Tops 0 1 FALSE TRUE FALSE FALSE FALSE FALSE HdderlSPask 03323 03323 03323 03323 0SB+ 258
) Eil 1 TRUE 29 1 .WEmendy$Rmietadarai$ Twilog $Tops:$T E+08 1 FALSE FALSE TRUE FALSE FALSE FALSE HddenlSPosk 03323 03323 03323 03323 0 SE«D 258
2 32 1 TRUE 23 1 W#Eutendy$RmMetadatait TeiLog $TuiLog b BES36 1 FALSE FALSE FALSE FALSE FALSE FALSE Archive Posk 03323 11444 03323 11444 03323 27185 03323 ZE+0 SE+0 253
0 3 1 TRUE 1 {$Entendi$Rmbletadatai$T+Log $TufLogContainerl  E+07 1 FALSE FALSE FALSE FALSE FALSE FALSE Archive Pasik 03323 42553 03323 42553 03323 03323 0 4E+D 260
3 34 578 TRUE  B024 67 \ProgramDatail ensbleitessusinessustbackups slobal-20.db 8464 1 FALSE FALE FALSE FALSE FALSE FALSE Archivell Windows 15:29.8 55338 55.33.8 55:338 55338 55.338 ZE+0 dEsT 6966
2 38 2123 TRUE 37143 104 A Datail hromeiLiser Dataile LOG old _old ®7 1 FALSE FALSE FALSE FALSE FALSE FALSE Archive Doswind 04:08.2 02:318 13556 13556 02245 40 BB 32
E9 36 W38 TRUE 88501 5 AL Populatic mow BE+07. 1 FALSE TRUE FALSE TAUE TRUE FALSE Archive Windows 35000 53107 53126 53107 5¢:326 53107 35000 53107 E+0 SE+03 3368
E 36 W38 TRUE 88501 5 AL Populstic Identifier 114 1 FALSE FALSE TAUE TAUE TRLUE FALSE Archive Windows 35000 53107 53126 53107 5¢:326 5307 35000 53107 E+0 SE+03 3368
E 37 1 TRUE 5 5 MINNT [ 1 TRUE  FALSE FALSE FALSE FALSE TRUE 0Pasi 03340 55135 03340 22045 03340 47.27.8 03340 7E+03 36«10 7240
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MFT Timeline Explorer

https://ericzimmerman.github.io/Software/TimelineExplorer.zip

{7 Timeline Explorer v0.8.10.0 - O x
ile Tools Help
MFT.csv X
Find ‘Enler value to find... First scrollable column | Select & column to pin -
Power filter ‘Enler filter criteria...
Drag & to group by that column
Line Tag Entry Number Sequence Number Parent Entry Number Parent Sequence Number In Use parent Path ® File Name
? = [m] = = = = [m] aflc e =
3 31 [l H 3 2129 371849 184 -\users\mdelacruz\AppData\Local\coogle\Chrome\user Data\Default\Local sto_ L0G.old I
32 O 1438 88581 15 -WUsers\mdelacruz\Desktop\36 New Hacking Screens\Windows Population Database.mov
33 ] 36 1438 88581 15 -‘\users\mdelacruz\Desktop\36 New Hacking screensyWindows Population patabase.mov:Z
sl [] 37 1 5 5 5 MININT
35 [l 38 174 218254 42 -\Programpata\Microsoft\windows Defender\scans Backupstore
I 39 1338 35874 17 -\windows\Prefetch SHELLEXPERTENCEHOST . EXE-6
37 [l 28 188 1581 31 -\Programpata\Microsoft\windows Defender\scansiMetastorei3iee B27EB34B13FE54FC. dat
38 D 41 1928 412186 331 .\Programpata‘\Microsoft\Windows\AppRepository\Packages Microsoft.oneCennect_5.18
39 D a2 1658 24846 16 <\Users\mdelacruz\AppData\Local\ShoreTel\User Data\Default\Extension State LOG.old
4 [ 43 318 287612 17 .\Program Files (x86)\Microsoft Office\Updates\Apply\FilesInUse 29FB3968-83B3-43B0-8B61-5
41 D aa 608 3387 2 <\Users\mdelacruz\AppData\Local\Microsoft\Internet Explorer\Indexed DB edbtmp.log
4z D 45 529 4384 a2 .\Programbata‘\CheckPoint\ZoneAlarm\Data Catalog.dat
43 D 48 332 12251 2e1 .\Programbata‘\Tenable\Nessus\nessus\plugins bind3_(CVE-2816-8864.nasl
a4 D 47 1862 348484 18 \Users\mdelacruz\Decuments\Training Case\test\moduleoutput\keywordsearch_ _SS.nvd
45 D 48 285 12181 158 . \Programbata\Tenable\Nessus\nessus tmp
46 D 49 219 99646 2 . \Windows\appcompat\Programs\Install INSTALL_@@2@_cs38535f-1e1
47 [] 5@ 188 129851 12 -sers\mdelacruz\AppDatahLocal\Microseft\Windows \hotifications\wpnidm a6@395ec. ipg. -
4 >
x [_| contains([Parent Path], ‘users’) Edit Filter
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https://ericzimmerman.github.io/Software/TimelineExplorer.zip

Extracting the SAM file from a live system

Locate the MFT Entry number for the SAM file

455331 5 TRUE 414678 66 .\Windows\System32\config SAM({8ebe .regtrans-
455332 5 TRUE 415852 10 .\Windows\System32\SMI\Store\Machine SCHEMA.L .regtrans-
455333 5 TRUE 414678 66 .\Windows\System32\config SECURITY{.regtrans-
455334 5 TRUE 414678 66 .\Windows\System32\config SOFTWAR .regtrans-
455335 5 TRUE 414678 66 .\Windows\System32\config SYSTEM{ar.regtrans-
455336 5 TRUE 414678 66 .\Windows\System32\config | sam |

455337 S TRUE 414678 66 .\Windows\System32\config SECURITY

455338 5 TRUE 414678 66 .\Windows\System32\config SOFTWARE

455339 5 TRUE 414678 66 .\Windows\Svstem32\config SYSTEM

RawCopy.exe /FileNamePath:C:455336 /OutputName:SAM

M

fOutputName:SA

|_1 SAM 12472018 %11 PM File 72 KB
Hard disk 1 SAM ]

Offset 0 1 2 3 ) 5 B 7 B 9 10 11 12 13 14 15 ANSTI ASCIT ey
Qoooooan HE 65 &7 ec 4R Q0 00 00 4 Q00 00 00 9 43 OF 0A | regfd J EC
Qooo001le B3 F7 D3 01 Q1 Q0O Q0Q 00 Q5 Q0 00 Q0 Q0 Q0 Q0 00 f%é
Qoooo032 Qo1 Q0 00 Q0 20 00 Q0 00 Q0 CO Q0 Q0 Q1 Q0 Q0 g0 4
Qoooo048 BEC 00 53 00 78 00 T3 00 T4 00 65 00 &D 00 52 00 | %N S y =2t emBR
Qooo00eg eF 00 &F Q0 74 Q0 5C 00 S3 00 79 00 73 00 74 00 oot N\ 5y =3¢
Qooooog0 65 00 gD Q0 33 00 32 00 SC 00 43 00 6F 00 6E Q0 e m 3 2 Z“ C o n
Qooood9e oE 00 &% 00 &7 00 LC 00 53 00 41 00 4D OO0 00 00 £ i g N\ 5 A M

00000112 3B 4F 85 43 76 €3 E8 11 B84 €3 C2 7E 94 1C 1A 1A  :C_Cwcé Sch~~
000001228 | 3B 4F 85 43 76 €3 E2 11 SR €3 C2 7E 94 1C 1A 1A ;C.Cvcé Sch-~
Q00000144 00 Q0 00 QOO 3C 4F 35 43 Teo 63 EB 11 3R €3 C2 TE “<0.Cvcé Sch~
Q000001e0 94 1C 14 1A 72 oD T4 6D 22 44 FF 51 TO 86 D4 01 7 rntn"D{0pt0
Q0000017e 00 00 OO0 QOO0 00 00 Q0 00 Q0 00 00 00 00 00 00 00

Q0000152 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 00

00000208 00 00 00 ©O 00 00 Q0 00 00 OO0 00 00 00 00 00 00

00000224 00 00 00 ©O0 00 00 Q0 00 00 OO0 00 00 00 00 00 00
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Your client suspects important files were downloaded to a USB drive in 2016.
On 11/1 you request the forensic image of that USB drive.

You receive the following forensic image on 11/3 and begin to review it in FTK.

Mame | Size | Type | Date Modified
SExtend 1 Directory 11/2/2018 4:25:23 PM
Systemn Volume Information 1 Directory 11/2/2018 4:25:29 PM

D SAttrDef 3 Regular File 11/2/2018 4:25:43 PM

D 5BadClus 0 Regular File 11/2/2018 4:25:43 PM

D SBitmap 237 Regular File 117272018 4:25:23 PM

D 5Boot 8 Regular File 11/2/2018 4:25:23 PM

D 5130 4 NTFSIndex All...  11/2/2018 4:40:23 PM

D SLogFile 13,264 Regular File 11/2/2018 4:25:23 PM

D SMFT 236 Regular File 11/2/2018 4:25:23 PM

D SMFTMirr 4 Regular File 11/2/2018 4:25:43 PM

D LSecure 1 Regular File 117272018 4:25:23 PM

D STHF_DATA 1 NTFiLogged ... 117272018 4:40:23 PM

D SUpCase 128 Regular File 11/2/2018 4:25:43 PM

D Volume 0 Regular File 117272018 4:25:23 PM

[¥) Computer Forensics - File Timestamps.pptx 1,217 Regular File 117272016 4:4%:44 PM
i[5 eDizcovery - Business Model,pphx 1,690 Regular File 11/2/2016 4:4%:44 PM
[d°| eDiscovery - Case Demo.pptx 1,366 Regular File 11/2/2016 4:4%:44 PP

Did you receive a forensic image of the USB drive?
Does anything look suspicious?
How could the PPTX files have a date prior to the MFT last modified date?

What are some questions to ask opposing counsel about the image you received?
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Your client suspects important files were downloaded to a USB drive in 2016.

On 11/1 you request the forensic image of that USB drive.

You receive the following image on 11/3 and begin to review it in FTK.

Evidence Tree File List
S8 \W\PHYSICALDRIVET #  Name Size | Type Date Modified
] Unrecogrized file system [unknown type] D unallocated space 7,741,440 Unallocated Space
B8 \W\PHYSICALDRIVET
Elh-" gJNAMhE TEs] 000000000 |[EB 52 90 4E 54 46 53 20-20 20 20 00 02 0% 00 OO [2R-NTFS  -----
1 forphan] 000000010 (00 00 00 00 00 F& 00 00-3F 00 FF 00 00 00 00 00f----- g2
-0 [root] 000000020 (00 00 00 00 20 00 00 00-FF 3F EC 00 00 00 00 00| -------- Frieeee
; “{[3) lunallocated space] 000000030 |00 00 OC 00 00 00 00 00-02 00 00 00 00 00 00 Q0| -«rvvvreeereenns
1) \\.\PHYSICALDRIVE1 000000040 |F& 00 00 00 01 00 00 00-34 12 97 E2 30 87 E2 DO |(&------- 4--30-20
B \WAPHYSICALDRIVET 000000050 |00 00 00 00 FA 33 CO 8E-DO BC 00 7C FB &8 CO 07 G3A B - |iihk

Why is the partition unrecognized?
How can you verify there is data on the image?

How can you recover the data structures?

Internal Use Only 6



[l AccessData FTK Imager 3.4.3.3 - m} *
File View Mode Help
ags e VB m B OB D[RR T
Evidence Tree ¥ ||Fi|e List X
-8 \\\PHYSICALDRIVET A Name | Size | Type | Date Modified
=18 g’“ﬁMhE INTFS] [7si30 4 NTFS Index Allo..  11/2/2018 3:05:05 PM
=1 ["'; an] CISSP Archive.pdf 79 RegularFile 6/7/2017 1:46:53 PM
o= .[[_:: ;Ead[:lus Computer 8 Hacking Forensics.pdf 7% Regular File 6/6/2017 9:06:26 PM
B0 $Extend Corporate Cybersecurity Management.pdf 7% Regular File 6/7/2017 1:11:56 PM
Incident Response & Advanced Forensics.pdf 80 Regular File 6/6/2017 9:26:13 PM
{7 System Volume Information
{3 [unallocated space] v
< >
Properties e
. Certificate of Continuing Education Completion
Mame This certificate is awarded to
Fie Class Miguel De La Cruz
Fle Sze for successflly completing the 7 CEU/CPE and 7.5 hour
Physical Size 0 training course provided by Cybrary in
Start Cluster 2,523
Date Accessed  11/2/2018 3:0 Incident Response and Advanced Forensics
Date Created 11/2/2018 3:05:05
Date Modified 6/6/2017 9:26:13 PP
Encrypted False w
Famnracead Lalen hd
I Properties |Hex Value I..|Custom C-3-‘...|
For User Guide, press F1 MUM A

File Timestamps

What are the 3 timestamps recorded in a file? Created, Accessed, and Modified
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@ 05 Password Cracking.docx Properties >

General Securty Details Previous Versions

[
% |05 Password Cracking.docx |

Type of file:  Microsoft Ward Document ( docx)
Opens with: El Word | Change... |

Location: C:Users'mdelacruzDesktop
Size: 14.4 KB (14,846 bytes)
Size on disk:  16.0 KB (16,334 bytes)

Created: Tuesday, October 2, 2018, 3:20.10 PM
Modffied: Thursday, October 4, 2018, 1:54:25 PM
Accessed: Thursday, October 4, 2018, 1:54:25 PM

Attributes:

Internal Use Only 8



Analyzing Timestamps
Copying a File
Which timestamps changed?

Which timestamp was inherited from the original file?

@ 05 Password Cracking - Copy.docx Properties >

General Securty Details Previous Versions

[
% |05 Password Cracking - Copy.docx |

Type of file:  Microsoft Ward Document ( docx)
Opens with: [ Word | Change... |

Location: C:Users'mdelacruzDesktop
Size: 14.4 KB (14,846 bytes)
Size on disk:  16.0 KB (16,334 bytes)

Created: Today, Movember 8, 2018, 1:24:35 PM
Modffied: Thursday, October 4, 2018, 1:54:25 PM
Accessed: Today, Movember 8, 2018, 1:24:35 FM

Attributes: [ ] Hidden Advanced...

[ ok || cance | ook

Internal Use Only 9



The Modified Timestamp

Editing the Title value

@ 05 Password Cracking - Copy.docx Properties

General Securty Details  Pravious Versions

Property Value &
Description
Title Test 1
Subject
Tags
Categories
Comments
Origin
Authors Michael De La Cruz
Last saved by Michael De La Cruz
Revision number 11
Version number
Program name  Microsoft Office Word
Company
Manager
Content created  10/2/2018 3:15 PM
Date last saved  10/4/2018 1:54 FM
Last printed
Total edting time  46:35:00 bt
Remove Properties and Personal Information
Cancel | | ony

Which timestamp changed? Which timestamps stayed the same?

Internal Use Only

10



Internal Use Only

@ OS5 Password Cracking - Copy.docx Properties

General Securty Details  Previous Versions

"

‘OS Password Cracking - Copy.docx

Type of file:  Microsoft Word Document ( docx)

Orers i i
Location: CAlUsers‘mdelacruzhDesktop

Size: 14.4 KB (14,346 bytes)

Size on disk: 16.0 KB (16,384 bytes)

Created: Today, Movember 8, 2018, 8 minutes ago

Modified: Today, Movember 8, 2018, 1:32:37 FM

Accessed: Today, Movember 8, 2018, 8 minutes ago

11



File Hashing

Hashing is an algorithm that calculates a fixed-size bit string value from a file.

Two files with different file names

File hashes match.

Internal Use Only

|E| HashCalc — >

Data Fu:urmat: Data:

IFiIe - IE:"aLIsers'\mdelacruz‘aDesktDp'\.DS Fazsword Cracking. docs J
K.ey Format: K.e:

[ HMaC ITe:-:t string _I I

v MDA |5f1 da3287 30a9216d1 78R 33773032697

IH! HashCalc — X

D ata Format: Data:

IFiIe ;I IE:'xLlsers'xmdelacruz'\Desktu:up"-.[lS Pazzword Cracking - Copy.docs J
k.ey Format:

[~ HMALC ITe:-ct stritig J I

v MD5 |5f1 da328738392f6d1 7863377 3032697

12



What happens if we modify one metadata field for one file?

@ OS5 Password Cracking - Copy.docx Properties *
General Securty Detaills  Previous Versions
Property Value
Description
est
Subject
Tags
Categories
Comments
Delete “Test” from the Title field.
@ 05 Password Cracking - Copy.docx Properties >
General Securty Detalls  Previous Versions
Property Value
Description
Subject
Tags
Categories
Comments
Re-hash the file. Our MD5 value has changed.
IH! HashCalc >
D ata Format: Data:
IFiIe ;I IE:"aLIsers'\mdelacruz‘aDesktDp'\.DS Pazzwaord Cracking - Copy.docy J
K.eu Farmat: =10

[~ HMaC ITE:-ct string

=1

File hash mismatch

Internal Use Only

v MD5 |1 cchi2efchobl1c5286d0c641861 2050
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What changes need to occur to a file to cause a file hash mismatch? Changes to data area of the file.

Do changes to the filename or timestamps cause a file hash mismatch?

Internal Use Only
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HDD vs Solid-State Hard Drives

HDD

3.5”

Platters S S D
2.5”
Spindle
L [T}
A
Cache
R/W Head Controller
Actuator Arm
NAND Flash Memory

Actuator Axis

Actuator

Shock resistant up to 55g (operating) Shock resistant up to 15009
Shock resistant up to 350g (non-operating) (operating and non-operating)

What happens when you delete a file on a traditional HDD? The operating system marks the data as
unallocated and the space the delete file takes up is available for new data. The old data remains
untouched and recoverable until it has been overwritten with new data.

What happens when you delete a file on a Solid-State Hard Drive? TRIM immediately purges the areas
of the SSD where the deleted data resided.

Internal Use Only 15


https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwj16rnxx8feAhUq04MKHZpMAoAQjRx6BAgBEAU&url=https://www.backblaze.com/blog/ssd-vs-hdd-future-of-storage/&psig=AOvVaw2dyLQhE7pfhZf2GODQAepT&ust=1541861511317349

How can you determine if TRIM is enabled on your SSD?

Zero (0) = TRIM enabled

C : WWINDO tem3
NTFS DisableDelc Jl_l._J.'I' = @ (Disable
ReF5s D11.—4L|l-—-Dele y = 8 (Disable

-..Fru ._ll I'_||_||"|,:,|'-|'J_I_I[" I-.||.J"'r'II D

How can you disable TRIM?

One (1) = TRIM disabled

fsutil bH'H”lﬂP set DisableDeletehlotify 1

1 (Enabled)

If TRIM is enabled, can you recover deleted files from the SSD?
TRIM disabled — Recycle Bin emptied out

How can you identify if the files are recoverable?

Evidence Tree .
EH3 SRecycle.Bin #  Name | Sizel Type | Date Modified |
""" 02 51518 7 X SR28J8L4 1 Directory 10/18/2018 2:5...
""" D) S1521-2535315078-2082500089 o0 epiczsy) 1 Directory 10/11/2018 2:3...
----- i) 5-1-5-21-2335315073-208250003-9 . oy
-0 S-1-5-21-3747677112-238229084-2 | 5128)3L4 1 Regular File 10/18/2018 2:5...
o J 5-15-21-3747677112-238279084-2 | 5130 200 NTFS Index All...  11/9/2018 3:17....
¥ SITMVVQD itdb 5130 INDX Entry
842868 xlsh 1 Regular File 10/1/2018 1:28:...
77112-238279034-2 ¥ | SIN2BACD.Ink 1 Reqular File 10/10/2018 1:3...
00|02 00 00 00 Q0 00 00 00-54 3E 00 00 00 00 Q0 QOQf--------- Eoeoses
10 |A0 2E AE B4 S8R 55 D4 01-66 00 00 00 43 00 32 00| . -¥0-f---C-z-
20 |5C 00 55 00 73 00 €5 00-72 00 73 00 5C 00 6D 00 (\-U-3-2-r-5-\ -m-
30|64 00 &5 00 &C 00 €1 00-63 00 72 00 75 00 72 00 |d-e-1-2a-c-r-u-2-
40 |5C 00 41 00 70 00 70 00-44 00 &1 00 74 00 &1 00 |%N-R-p-p-D-a-t-a-
E-0) dell v 50 |5C 00 52 00 &F 00 &1 00-6D 00 &% 00 &E 00 &7 00 |%-R-c-a-m-i-n-g-
2 = 80 |5C 00 4D 00 &% 00 €3 00-72 00 €F 00 73 00 6F 00 |\ -M-i-cr-o-3-0-
70 |6€ 00 74 00 5C 00 45 00-78 00 €3 00 €5 00 eC QO |£-t-N-Ex-c-e-1-
Properties w || 80 |sC 0o 55 00 73 00 65 00-72 00 SF 00 44 00 6F 00|\ -U-s-e-r-_-D-o-
80|77 00 €E 00 &C 00 €F 00-61 00 €4 00 5F 00 32 00 |wn-l-0-2-d-_-2-
a0 |34 00 30 00 3% 00 32 00-30 00 31 0O 38 00 SF QOO (4-0-9%-2-0-1-8-_-
~f|¥0 (31 00 33 00 31 00 34 00-31 00 35 00 20 00 23 00|1-3-1-4-1-9- -(-
:‘ cO|31 00 2% 00 20 00 28 00-76 00 &5 00 72 00 73 0O |1-)- -(-wv-2-r-3-
Mame d0 | &% 00 &F 00 €E 00 20 00-31 00 2% 00 2E 00 78 00|io-m- -1-)-.-x-
Fila Class 20|6C 00 73 00 62 00 00 00- lab -
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What steps should be taken by any forensic analyst prior to reviewing forensic images? Chain of custody
review, MD5 hash verification, Set Case Time Zone, view MFT timestamp, and identify the last
timestamp recorded by the system.

How can you verify a proper forensic image has been acquired? Acquisition hash verification must be
done prior to signing the chain of custody form. This ensures the integrity of the data collected.

B Drive/lmage Verify Results - O X

=

MName PHYSICALDRIVEL

Sector count 15482880
E MD5 Hash

Computed hash e60d40acf46867c15134e20f
B SHA1 Hash

Computed hash 22b03c04c24b7foblboef3sed7a3clb4al
B Bad Sector List

Bad sector(s) Mo bad sectors found

What if the hash verification doesn’t match the hash on the chain of custody form?
Should any timestamps exist after the forensic collection date?

According to the chain of custody sheet, the following forensic image was created on 11/1/2018.

[‘] AccessData FTK Imager 3.4.3.3
Eile  View Mode Help

S &% a3 ag m B A OB@ 2R 2.

= \W\PHYSICALDRIVED MName | s.| Type | Date Modified

[l Partition 1 [439MB] 0 Folder (Placeholder]
#-he ESP[FAT3Z]

[orphan]

1 Directory 11/7/2018 9:11:07 PM
[—]EI -uh? 'LS}S[‘-?:J?FEF'IS‘:ME] [unallocated space] 0 Unallocated Space Root Folder
177 [orphan] D backup boot sector 1 Filesystern Metadata

lE] [unallocated space]
H-TE  Unpartitioned Space [GPT]
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Vie

w the MFT timestamp

Why is the MFT timestamp an important artifact?

Properties

e EA)

B

Mame SMFT

Filz Class 120 INDX Entry

NTFS Information

MFT Record Mumber 0(0)

IND¥ Entry Filename EMFT

INDX Entry File Size 16,284

INDX Entry Physical Sze 16,384

INDX Entry Date Created 10/24/2016 4:03:28 PM
INDX Entry Date Modifiec 10/24/2016 4:03:28 FM
INDX Entry Date Accesse 10/24/2016 4:02:28 PM
INDX Entry Date Change 10/24/2016 4:03:28 PM

Internal Use Only
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Identify the last timestamp recorded by the system

= v || Case(EnCaselmager) v &3 View v .gj:u-Tools ~ 5 Add Evidence ~

@Home 5 Evidence Xl

a DD"-E- Entries

. SbBxtend
| SRecycle.Bin
git
adb
BOOT
dell
dev

-

w Documents and Settings
easeus_tb_cloud
ext

extras

FlexLogs

. |Drivelocal

Image

inetpub

Intel
 IVMS-4200
Kramer Electronics
lib

. LocalStorage

= =

-

SEe88e888005800888

~

FH Table

0 © T vViewing (Entry) v | Split Mode v £ Acquire v g Device ~

o 2 ~ 4] = [ Selected 0/950126

Mame

Last
Accessed

F

File
Created

Last
Written

] 950120

[ 950121

[ 950122

[[] 950123

] a50124

[[] 950125

[[] 950126

|_] EvidenceVerify.bin
|_] Evidencelmage.bin

|| BES3500A93E950CBETA30DTAIFSASO3F

| EvidenceCache
. Cases
. UserData

|_] DC_6E93509A93E950CBB7630D7A1FSASS3F.dch

11/08/18 01:55:48 FM
11,/08/18 01:55:48 PM
11/08/18 01:55:48 PM
11,/08/18 01:55:48 PM
11,/08/18 01:55:48 PM
11/08/18 01:55:48 PM
11,/08/18 01:55:50 PM

11/08/18 01:55:48 FM
11/08/18 01:55:48 PM
11/08/18 01:55:48 PM
11/08/18 01:55:48 PM
11/08/18 01:55:30 PM
11/08/18 01:55:30 PM
11/08/18 01:55:50 PM

11/08/18 01:55:48 PM
11/08/18 01:55:43 PM
11/08/18 01:55:48 PM
11/08/18 01:55:48 PM
11/08/18 01:55:48 PM
11/08/18 01:55:48 PM
11/08/18 01:55:50 PM

Should you proceed with analyzing this image if the chain of custody sheet indicates it was collected on

11/1/2018?

What questions should you have about how this image was collected?

Why is a chain of custody crucial to verifying the integrity of digital evidence?

Internal Use Only
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File Type Categories

What are the four most common file type categories found on a Windows PC? Active, deleted, slack, &

unallocated space.
What are active files? Files that are accessible by the operating system.
What are deleted files? Files that have been hard deleted or emptied out of the Recycle Bin.

What are slack files? Remnants of deleted files that exists at the end of a file’s allocated data
sector/cluster.

What is unallocated space? Any space that is available for use within a logical partition.

What is unused space? The unused sectors outside of a logical partition.

Internal Use Only
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Quick Format

Format Removable Dhsk (D)

Capadty:

|7.3868

File system

[nTFs

Allocation unit size

4096 bytes

| Restore device defaults

Volume label

Format gptions
Quick Format

[ start

Partitiening style: unpartitioned

Size Created

Maodified

Record changed

Attr, 1st sector+

ppbc | d6mel | | | | 195

Recoverable user data

Internal Use Only

pptx 1.5 MB 22,91z
pptx 1.2 MB 26,048
msg 218 KB 28,528
eml T6KB 28,724
ipg 269KB 28,901
msg 196 KB 28,968
pdf 83.0KB 29,122
ipg 269KE 25,301

A msg 143 KB 29,36(

~.| D000 1.jpg ipg 8.2KB 29,621

“.| 0000 2.msg msg 86.5 KB 29,63€

.| 00001 3,jpg ipg 8.2KB 29,781

| 000014 msg msg 140 KB 20,83:

Offset a0 1 2 3 4 5 & 7 8§ 8 A B C D E F < | ANSI ASCII

000989000 ECI 4B 03 04 14 00 06 00 08 00 00 00 21 00 BT SD | FK !

0009859010 | 3C 6E €0 02 00 Q0 OC 1C 00 00 13 00 08 02 5B 43 | <m” [c

000985020 6F 6E 74 €5 €6E T4 S5F 54 75 70 €5 73 5D 2ZE T8 €D ontent_Types].xm

Q000989030 €C 20 AZ 04 02 25 AQO 00 02 OO0 OO OO0 QO OO0 OO0 QOO 1 ¢

Q000585040 OO0 OO OO 0O OO0 OO0 00 OO OO 00 00 00 Q0 00 00 OO0

000989050 |00 00 0O 00 Q0 QO Q00 OO OO OO0 00 00 QO Q0 00 00

000989060 |00 00 0O 00 Q0 QO Q00 OO OO OO0 00 00 QO 00 00 00

Q00289070 Q0 OO 0O Q0 Q0 Q0 OO0 00 QO 00 Q0 00 QQ Q0 00 00

22



Full Format

Format Removable Disk (D) =
Capacity:
|7.3808 |
File system
NTFS v
Allocation unit size
4096 bytes v|
| Restore device defaults
Volume |abel
Format options
[ Quick Format
I Start I | Close
Removable medium 1
Partitioning style: unpartitioned
MName & —! Ext. Size Created Medified Record changed Attr, st sector
=_(Root directory) I |
il
~.| DD0001.Slogfile Slegfile 23.0KEB 6,264,440
Offset o 1 2 3 4 5 & 7 g &8 A B C D E F < | ANST ASCII ~
Q00000000 EB 52 90 4E 54 46 53 20 20 20 20 00 02 08 00 0O | R NTES
Q00000010 OO0 00 OO0 00 OO F&8 00 00 3F OO0 FF 0O 00 Q0O 00 00 e ? ¥
Q000000020 (OO OO 00 00 80 00 00 QO FF 3F EC 00 00 00 00 00 € F7i
QQO0QQ0030 |00 00 OC 00 Q0 00 00 00 02 00 00 0O 00 QO Q0 00
QQO0000040 | Fe 00 QO 00 O1 00 00 00 1C AF 4F EE E5 4F EE E4 | © T0iacis
Q00000050 |00 00 0O 00 FA 33 CO 8E DO BC 00 7C FB €8 CO 07 B3AfPn |ahd
Q00000060 | 1F 1E 68 €6 00 CB B8 16 OE 00 €6 B1 3E 03 00 4E hf E- f> N
No recoverable user data. Evidence of system data.
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Normally deleted file.

-
A Mame | Sizel Type | Date Modified I

D SLogFile 13,264  Regular File 11/2/2018 £:38:55 PM

D SMFT 256 Regular File 11/2/2018 6:38:55 PM

D SMFTMirr 4 Regular File 11/2/2018 6:38:55 PM

D SSecure 1 Regular File 11/2/2013 £5:38:55 PM

03 Lnallocsted space] | ] STXF_DATA 1 NTFS Logged Ut..  11/2/2018 T:13:55 PM

B-he NONAME [NTFS] [ ] svolume 0 Regular File 11/2/2018 6:38:35 PM

ormally_deleted.bd 37 Regular File 11/2/2018 7:13:51 PM

0000 |64 €1 74 €1 €% 73 €% €5-72 €5 €4 €1 74 €1 &% 73 dataisheredatais
0010 |65 €5 72 €5 €4 &1 74 €1-69 73 €8 €5 72 65 &4 €l heredataishereda
0020 |74 €1 €9 73 68 &5 72 €5-64 €1 74 €1 €% T3 &8 €5 taisheredataishe
0030|72 €5 &4 €1 74 &1 €9 73-68 65 72 65 €4 61 T4 €l redataisheredata
SUpCase 0040|869 73 €3 €5 72 &5 €4 €1-74 €1 €9 73 €8 65 72 €5 | isheredataishere
{3 System Volume Information w | 0050 |64 €1 74 €1 €9 73 €8 €5-72 €5 €4 &1 74 €1 69 73 |dataisheredatais
0060 |65 65 72 €5 64 61 74 61-69 73 68 65 72 65 64 61 heredataishereda
0070 |74 €1 69 73 68 65 72 65-64 €1 74 61 €% T3 63 65 taisheredataishe
0030|72 65 64 €1 74 61 €9 73-68 65 72 65 64 61 T4 6l redataisheredata
0090 |69 73 €2 €5 72 €5 €4 €1-74 €1 €9 73 €8 €5 72 €5 | isheredataishere
“1|00a0 |64 61 T4 €1 €9 T3 €8 €5-72 €5 €4 €1 74 €1 €9 73 |dataisheredatais
00b0 |62 €5 72 €5 64 €1 74 €1l-65% 73 €2 €5 72 65 €64 €l heredataishereda

Properties i

NEHE 00c0 |74 61 &9 73 €5 65 72 €5-64 €1 74 61 ©% 73 6% €5 |taishersdataishe
File Class 0040 |72 65 64 61 74 cl ©% 73-62 65 72 65 64 61 74 €l |redataisheredata
File Size 00=0 |69 73 63 65 72 65 64 ©l-74 61 69 73 €% 65 72 €5 |isheredataishere
Physical Size 00f0 |64 61 74 61 €9 73 €3 €5-72 65 64 61 74 €1 €% 73 |dataisheredatais

0100 |€8 €5 72 65 €4 61 74 €1-69 73 68 &5 72 €5 €4 €l heredataishereda
Start Cluster

0110 |74 €1 €9 73 €8 &5 72 €5-64 €1 74 €1 €% 73 &% €5 taishersdataishe
0120 |72 €5 €4 €1 74 &1 €9 T73-68 €5 72 €5 €4 €1 T4 €l redataisheredata
0130|6% 73 €3 €5 72 &5 €4 €1-74 €1 €9 73 €8 65 72 €5 | isheredataishere
0140|684 €1 74 €1 €% 73 €8 €5-72 €5 €4 €61 74 61 &9 73 dataisheredatais
0150|658 €5 72 €5 €4 &1 74 €1-69 73 €8 65 72 65 €4 €l heredataishereda
0160 |74 €1 69 73 68 65 72 65-64 €1 74 61 €% 73 63 65 | taisheredataishe
017072 65 64 €1 74 61 €9 73-68 €5 72 65 €4 61 T4 6l redataisheredata
0130|6% 73 63 €5 72 65 €64 61-74 €1 €9 73 €58 65 72 65 | isheredataishere
0l90 |64 €1 74 €1 €% 73 €% €5-72 €5 €4 €1 74 €l €9 73 |dataisheredatais

Date Accessed
Date Created
Date Modified
Encrypted

[l Y |
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File Wiping with data patterns

Namew —! Ext. Size Created Modified Record changed Attr, st sector ~
;lSystem Yolume Information 496 B 11,/02/2018 12:38:58 11/02/2018 12:38:59 11/02/2018 1238:59 5SH 6,291,528
{Root directary) 4.1 KB 11/02/2018 12:38:55 11/02/2018 12:54:07 11/02/2018 12:5407  SH 288
| 1SExtend 0.5 KB 11/02/2018 12:38:55 11/02/2018 12:38:55 11/02/2018 12:38:55 SH 6,281,478
Wlwipese s | 155Ke[11/02/0018 12:54:02]11/02/2018 12:54:51]11/02/2018 12:5451] 1A | 19,528
[ ] svolume 0B 11/02/2018 12:38:55 11/02/2018 12:38:55 11/02/2018 12:38:55 SH 5,291,462
[.LsUpCase 128 KB 11/02/2018 12:38:55 11/02/2018 12:38:55 11/02/2018 12:38:55  SH 24
[LsSecure 0B 11/02/2018 12:38:35 11/02/2018 12:38:55 11/02/2018 12:38:55  SH
[] SMFTMire 4.0KE 11/02/2018 12:38:55 11/02/2018 12:38:55 11/02/2018 12:38:55  SH 16
[LLsmFT 256 KB 11/02/2018 12:38:55 11/02/2018 12:38:5511/02/2018 12:38:55 SH  £,291,456
[ 5LogFile 13.0 ME 11/02/2018 12:38:55 11/02/2018 12:38:55 11/02/2018 12:38:55 SH 6,264,440
[ ]sBoot S.0KB 11/02/2018 12:38:55 11/02/2018 12:38:55 11/02/2018 12:38:55  SH 0
[ sBitmap 236 KB 11/02/2018 12:38:55 11/02/2018 12:3%:55 11/02/2018 12:38:55 SH 5,200,968
[L3BadClus 0B 11/02/2018 12:38:55 11/02/2018 12:38:55 11/02/2018 123&55 SH 6,291,472 v
Offset o 1 2 3 4 5 6 7 8 S A B C D E F < | A e [IT A Removable medium 1, Vold00% free

000989000 E& €1 74 61 69 73 €8 €5 72 65 64 61 T4 €1 69 73 dataishersdatais
000989010 68 €5 72 65 64 61 74 €61 €9 73 €3 65 72 €5 €4 €1  heredataishereda
000989020 (74 €1 €9 73 68 65 72 65 €4 €1 74 61 69 73 €3 &5 | taisheredataishe Default Edit Made

000989030 (72 €5 €4 61 74 61 €9 73 €3 €5 72 65 64 €1 74 €1 | redataisheredata State: original
000989040 €9 73 €8 65 72 65 €4 €61 74 €1 €9 73 68 €5 72 &5 | isheredataishere

000929050 €4 €1 74 61 €9 73 €% €5 72 €5 €4 €1 T4 €1 €9 73 | dataisheredatais

000929060 €2 €5 72 65 64 €1 74 €1 €9 73 €3 €5 T2 €5 €4 €l | heredataishereda

Q002859070 |74 61 €9 T3 €68 €5 T7Z €65 €4 61 T4 €1 €% T3 €8 €65 rtalsheredataishe Alloc. of visible drive space:
000988080 (72 €5 €4 61 74 €1 €% 73 €8 €5 TZ 65 €4 €1 74 €l | redataisheredata

File system: NTFS

Undo level: 0
Undo reverses: n/a

000989090 | €9 73 68 €5 72 65 64 61 T4 61 €9 73 68 €5 72 65  isheredataishers  ClUSter Ne: .2“42;
OO09ES0R0 64 61 74 61 €5 T3 €8 €5 72 65 €4 €1 T4 €1 €9 73 dataisheredatais Wipe: \
0009ES0B0 | 68 65 72 65 €4 €1 T4 €1 €9 T3 68 65 72 65 €4 61 heredataishereda
000925000 | T4 61 €5 T3 68 65 72 €5 64 61 74 61 €9 T3 68 65 taisheredataishe ¥ Snapshottaken 0 min. age
File Wiping with Zeros
=) \\\PHYSICALDRIVE Name | Size | Type | Date Modified
[ SMFT 256 Regular File 11/2/2012 6:32:55 PM
DSMFI'Mirr 4 Regular File 11/2/2018 6:38:35 PM
[ ] 55ecure 1 Regular File 11/2/2018 6:38:55 PM
|| STHF_DATA 1 NTFS Logged Ut.. 11/2/2018 8:22:15 PM
DSUpCase 128 Regular File 11/2/2018 6:38:55 PM
¢UpCase SVolume 0 Regular File 117272018 8:38:535 PM

{3 System Vielume Information uFIbQreRwROc0B 0 Regular File 11/2/2018 8:22:15 PM
..... 3 unallocated space] ¥ uFIbQrERWROC0B 130 INDX Entry

What key indicators can we look at to determine if a file has been shredded/wiped?
Can you determine when a file was wiped?

Can you determine which tool was used to wipe the file?
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Hashing a drive/image

B ' Drive/Image Verify Results

=
Mame
Sector count
B MD5 Hash
Cornputed hash
B SHA1 Hash
Cornputed hash
B Bad Sector List
Bad sector(s)

PHYSICALDRIVEZ

Why are MD5 hash verifications of forensic images important?

How much data needs to change to have a hash mismatch?

MD5 Hash: 89de99703f24a4f327311511964f2a52

.s'ﬁ Removeable disk 1
Cffset(h) OO0 01 02 03
Q00000000 EB I:JIZJ 00 4E
QQO0Qo0010 OO0 00 Q0 00
QQO000020 00 00 00 00
QQO000030 00 00 OC 00

Changed one bit from “0” to “1”

MDS5 Hash: 89e1110ef65d95e5e320d869dab738c6

Internal Use Only

04

54
00
80
00

05
46

oo
0o

0a

53
00
oa
00

o7
20
0o
o0
00

08

20
3F
FF
02

09 OR 0B OC OD OE OF Decoded text
20 20 00 02 02 00 00 &LLNTFS  .....
00 FF 00 00 00 00 00 ..... I S
3F EC 00 00 00 00 00 ....€...9?%.....
00 00 00 00 00 00 00  +vvrrunnnnreenns
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S.ﬁ Remuoveable disk 1

Offset (h)

Q0Qo0ooaoa0
000000010
Q00000020
Q00000030

00 01

EB jo
00 00
00 00
00 00

Internal Use Only

0z

o0
o0
o0
oc

03

4E
00
00
00

04

54
0o
80
0o

05

46
Fg
00
00

0a

23
o0
o0
o0

o7
20
00
00
00

08

20
3F
FF
02

08 0k

20 20
00 FF
3F EC
o0 00

0B

0o
0o
0o
0o

oc

02
o0
o0
o0

oD

0g
00
00
00

OE

o0
o0
o0
o0

OF Decoded text
oo &l
0o
0o
0o
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Chain of Custody should have number of sectors imaged and MD5 hash value generated.
How do bad sectors affect the MD5 hash value creation? Validation?

How can you identify the differences in two images that have different MD5 hashes?

Bytes: |F)002048860°

(@) Qutput as  |C:\Users\MDELAC™1"\AppData‘loc| - i

(@) Search for differences [ ]:Discontinue comparison after:
(") Search for identical data 1| ditferences
(8] 4 Cancel B | 9 Help B |

Compare File/Disk Data )4
Data source 1: Device 1 | From offset 0
Data source 2: Patriot Memony | From offget 0

When would this comparison be useful?

Internal Use Only
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File Hashing (Checksum)

What part of a file is hashed?

Why would you conduct a file hash verification before reviewing them?
What areas of the file can change without affecting the file hash value?

Hash.txt — MD5: 827ccbOeea8a706c4c34a16891f84e7b

| hash.tt Properties x

General  Securty Details Previous Versions

‘hash et |

Type of file:  Test Document (i)
orersv 3 o

Location: C:iUsers‘mdelacruzt\Desktop
Size: 5 bytes (5 bytes)
Size on disk: 0 bytes

Created: Today, Movember 5, 2018, 1 minute ago
Maodified: Today, Movember 5, 2018, 1 minute ago
Accessed: Today, Movember 5, 2018, 1 minute ago

Attributes:

nlyi (] Hidden Advanced...

[ ok | ocance | 2eply
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Program used to change the Created/Accessed/Modified timestamps.

Hash.txt — MD5: 827ccbOeea8a706c4c34a16891f84e7b

| hash.bd Properties *

General Securty Detals  Previous Versions

|ha5h.t:t |

Type of file:  Test Document ()
Creravi 3 Nood

Location: ClUzers'mdelacruz’Deskiop
Size: 5 bytes (5 bytes)
Size on disk: 0 bytes

Created: Sunday, Movember 5, 2017, 8:01:03 AM
Modified: Sunday, Movember 5, 2017, 8:01:03 AM
Accessed: Sunday, Movember 5, 2017, 8:01:03 AM

Dt

Aftributes:

ok || Cancel Apply
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Original hash.txt file

MDS5: 827ccbOeea8a706c4c34a16891f84e7b

j hash.tet - Motepad

File Edit Format View Help
12345

Edited hash.txt file

MDS5: el0adc3949ba59abbe56e057f20f883e

ﬁ hash.tet - Motepad

File Edit Format VYiew Help
123456|

Does changing the filename change the file’s hash value?

Will removing metadata from a document change its hash value?

Internal Use Only
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General Security Details  Previous Versions

Property Walue

Description
Title
Subject
Taags
Cateqgories
Comments
Crigin
Authors
Last saved by
Revision number
Version number
Program name
Company
Manager
Cortert created 772472018 1:08 FM
Date last sawved  7/24/2018 4:03 PM
Last printed
Total editing time  02:55:00

Hemove Properties and Personal Informatior

[ ok ] cancel

Apply

Remove Properties

Some of these properties might contain personal information.
What personal information might be in a file?

(") Create a copy with all possible properties removed
(®) Remove the following properties from this file:

Property Value

Paragraph count 58

Template Mormal.dotm
Scale Mo
Links dirty? Mo
Language
File
Size 113 KB

Date created 7/24/2018 1:08 PM
Date modified 11/5/2018 1:57 PM
Date accessed 7242018 4:03 FM
Availability

i e i m

Internal Use Only
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Metadata Analysis
What are compound files?

Why is it important to analyze timestamps recorded in the MFT and within compound files?

Internal Use Only
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What are file signatures?

How are file signatures used to identify deleted files?

JPG header signature

Cffset
Q00000000
00000016
Q00000032
Q00000048
00000064
Q00000080

L

0

1

2

FF Dff FF
00 €0 00

02
04
0g
OE

e

02
03
s
oF

o

02
05
0g
oD

o

3
EQ
0o
02
o7
o7
oc

o

4
0o
FF
02
06
o7
0E

-

JPG footer signature (End of File)

UUlL fL8EU
Q00172856
Qo172elz
00172528
00172544

UL
01
01
01
01

2=
45
45
45
45

14
14
14
14
14

=10
a0
50
a0
a0

UL
01
01
01
o7

3
10
DB
02
o7
s
0B

o

1=
45
45
45
FF

@
4n
0o
02
o7
oD
oc

o

14
14
14
14
Da

T
46
43
03
o7
s
oc

-

su
50
50
50

i
449
0o
05
0e
s
oc

Y]

wi
01
01
01

a
46
0z
03
o7
0B
FF

o

45
45
45
45

10
o0
01
03
o7
oc
DB

e

14
14
14
14

11
01
01
03
08
oc
0o

LYY

su
50
50
50

1z
01
0z
03
0a
oc
43

Y]

uL
01
01
01

13
01
01
03
0B
oc
01

Y]

45
45
45
45

14
o0
01
0e
0a
o7
02

Y]

14
14
14
14

15
&l
0z
04
0g
0a
02

Y]

su
50
50
50

Locate the header and footer signatures and copy out everything in between.

What if the footer signature was been overwritten?

Internal Use Only

Hard disk 1 | Hard disk 0 | Hard disk 0, P2 | 5T_Connect_Client_213.10... | Consulting.xlsx s5.Jpg

veva

[ I T T s I
s = I w I e I

RMNSI AS

JEIF

yO C

)

[ I I e I
L]

1=l
oo
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Fully recovered JPG with header and footer signature intact.

0 Mitel Connect Director

Search iti T | Nemeo be jo)

O Wil =g | V= _ 8000jmB (10-250000)
M De La Cruz
ADMINISTRATION += | Voice mail log file storage: Available (Deskphone]
Users | Maxdays 3| (30
Trunks Max size: i 250/ M8 (10-500) & People
Telephones
» Service Appliance (Collaboration):
R t
Appliances/Servers oot (© recen
Features
Service appliance exchange server. Smtp.gmail.com
System Log fille storage: |I|x|' Voicemails
Applications
Max days: 7] (130
Max size: 4000/ B (10-60000) @ Messages
Conferencing:
Global conferencing URL: ﬁ Events
Instant messaging: A

Domain name im.telepro.red

Session timeout 600 minutes (10-600)

[~ Enable offiine messaging
I Enable TLS
Client history retention period: 549 days (3-

Client compatibility and upgrade:
[ Require secure client access (hips)
[ suppress client upgrade notifications

Minimum allowed client version 213.100.2885.0 Exa
Current version for the build: 213.100.2885.0 Exa
Active directory (AD) integration: ) 00 Mitel

] Enable AD integration (changing AD integration fiag will impact all AD users)

AD path (ex: LDAP/ID Y de=com)

Gmail configuration:

Cient email

Private key. esve

Domain name:

Partially recovered JPG. Header intact, but half of the file and footer have been overwritten.
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O Mitel Connect Director Connections Bandwidth

Additonal Parameters -

F o . = Max size: 8000 M8 (70-250000)
M De La Cruz
ADMINISTRATION o= Voice mail log file storage: Available (Deskohone
» Users | Maxdays 3 (130
Trunks Max size: 250 MB (10-500) {&| People
Telephones
ApDI. Service Appliance (Collaboration): @ 2 i
flances/Servers Exchange server: .
Features
Service appliance exchange server: | Smip.gmail.com
Systom Log file storage: '|l'|' Voicemails
Applications ——
Max days: i 7 (1-30)
Max size: 4000 MmB (10-60000) @ Messages
Conferencing:

Global conferencing URL- oo8|  Events
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File Carving Embedded Files

Description Extensions Header Offset Footer Default size Flags
Zip Archive zip;jar;xps;apk;pages PK\x83\x04 | PK8@ | PK\x05\x06 =] ~14 4194384/536878912 gGE

ZIP File Header: \x50 \x4B \x03 \x04 at Offset 0

Hard disk 1 | Hard disk 0 | Hard disk 0, P2 ST_Connect_Client_213.10...

Cffset o 1 2 3 4 5 & 7 g &8 A B C D E F BWST ASCII ~
QOQoQQooo 20 4B 03 04 14 00 00 00 QO QO 5C 72 32 4C 00 00 | PE er2l
Q0000010 Q0 00 00 00 00 Q0 00 00 Q0 00 13 00 00 00 &5 &E in
Q0000020 T3 74 61 &C eC 2D 4C 7% 6E 63 50 &C 75 67 €% 6E | stall-LyncPlugin
Q0000030 2F 50 4B 03 04 14 00 00 OO0 00 00 &6 72 32 4C 00 | /PK 2L
Q0000040 00 00 00 00 00 Q0 00 00 Q0 00 00 34 00 00 00 &% 4 i

Q00000050 6E 73 T4 61 &C &6C 2ZD 4C 7% 6E 63 50 6C 75 67 €% mnstall-LyncFlugi
Q0000080 6E 2F 43 €F 6E €E €5 €3 74 54 &5 &C €5 70 &8 €F | n/ConnectTelepho
00ogooTo 6E 7% 46 6F 72 4D €9 €3 72 6F 73 6F 66 T4 2D 47  nyForMicrosoft-G
00000080 S0 4F 2F 50 4B 03 04 14 00 00 00 08 00 23 58 29 | PO/PKE #X)

ZIP File Footer: \x50 \x4B \x05 \x06 + 18 trailing bytes before the end of file.

35E53DB0 00 00 AL 2F A4 35 54 88 69 72 €4 50 61 T2 T4 TS ¥/u5ThirdParty
35ES3DCO 53 75 70 70 6F 72 74 2ZF 53 €5 74 75 70 2F 53 &8 | Support/Setup/Sh
35ES3DDO 6F 72 65 54 &3 6C 20 54 65 eC 65 70 68 &F 6E 79 o0reTel Telephony
33ES3DED 20 4% 6E 74 €3> T2 66 @1 &3 €3> ZE 6D T3 &5 0& 00 Interface.msi
35ES3DFO 20 00 Q0 00 00 00 Ol 00 18 00 &0 Ce 87 &6 31 8F "EFfl

35ES3E00 D3 01 BA AB 50 OF 4F 94 D3 01 %6 E4 16 77 &A %0 & °«P¥0~"0 -3 w?
J5ES53E10 (D3 01 50 4B 035 06 DH 00 00 00 83 00 83 00 Dé 42 | G PE f FdB
35E53E20 |00 00 3C FB E4 35 00 00 <0185

Does renaming a file extension change the files signature?
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File Carving Embedded Files 2

j File Type Signatures Search.txt - Notepad
File Edit Format View Help

Description Extensions Header Offset Footer Default size Flags
MS Office 20807+ docx;xlsx;pptx _Typesi]\.xml 38 ~14 g

Search for “_Types].xml”.

Jump back 38 bytes to find the start of the file. (ZIP header \x50 \x4B \x03 \x04)

Hard disk 1 | Hard disk 0 | Hard disk 0, P2 | ST_Connect_Client 213.10... Consultingxdsx |

Offset o 1 2 3 4 5 & 7T & 5 10 11 12 13 14 15 AWSI ASCIT "
Q0000000 50 4B 03 04 14 00 06 00 OF 00 00 00 21 00 74 36 PE ' te
Q0000001e SA ARe TA 01 OO OO0 B4 OS5 OO0 OO 13 00 OB 02 5B 43 | 2= o [C

Q00Qoo0n3z 6F BE 74 &3 GE T4 5F 54 79 T0 &5 T3 5D ZE 78 D | ontent Types].xm
00000048 eC 20 A2 04 02 28 A0 00 02 OO OO0 OO OO OO OO0 00 |1 & |
Q00000064 00 00 Q0 Q0 OO0 00 00 00 00 OO0 00 00 00 00 00 00

W

Page 1 of 206 | Offset: 38 | =95 | Block:
Search for the file signature footer data for a ZIP \x50 \x4B \x05 \x06\x00\x00\x00\x00
Jump forward 14 bytes to find the end of the file.
Copy out everything between the start of file and end of file.

00016384 |00 00 OO0 00 00 F6 3% 00 00 64 6F €3 50 72 €F 70 &9 docProp

00016400 |73 2F 61 70 70 2E 78 €D €C 50 4B 05 06 00 00 00  s/app.xmlPE

00016416 |00 OD OO OD 00 €4 03 00 OO0 BS5 3C 00 00 00 00 d p< "

Page 20 of 20 | Offset:
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Searching Compound Files

What is a PST file? ZIP file? RAR file?

How can you ensure you're searching all possible emails in a PST file? PST recovery
What isn’t searched when using non-forensic search tools? Non-text attachments
How can you search for text in scanned documents/PDF’s? OCR all scanned files.

How can you ensure you're searching all possible data containers in a PST file? Parse email files, extract
all embedded files, then run your keyword search. (Scanned files with no embedded text will not be
included in the search. In order to include scanned image files in the search, you would need to OCR
them prior to searching them.)
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Configure Ingest Modules

Fun ingest modules on:

il Files, Directaries, and Unallocated Space [

B Recent Activity

[[]  HashLockup

[] File Type Identification

II', Embedded File Extractor

L] Exif Parser

l Keyword Search

Il Email Parser

Extension Mismatch Detector
E01 Verifier

Interesting Files Identifier
PhotoRec Carver
Virtual Machine Extractor
Android Analyzer

Oooodd

Select Al Deselect Al History
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iPhone Backups on a computer

C:\Users\username\AppData\Roaming\Apple Computer\MobileSync\Backup\

’ —_—
« ’ > \ ' i= | |Q~ Search
File Edit View Controls Account Help
Capacity: 29.80 GB i0512.0.1
e
- Phone Number: +1 (956) 739-0707 A newer version of the iPhone software is available (version
74% =0+ Serial Number: C7T65TACTHGTF 12.1). To update your iPhone with the latest software, click
. Update.
Settings
| Update | | Restore iPhone... |
1 Music
H Movies
1 TV Shows K
21 Photos Bac ups
@ Info
A File sharing Automatically Back Up Manually Back Up and Restore
iCloud Manually back up your iPhone to this computer or restore a
On My Devi ;
n '_(e Back up the most important data on your iPhone to backup stored on this computer.
J1 Music iCloud. T —
. | Back Up Now | Restore Backup
H Movies ® This Computer
[ TV shows A full backup of your iPhone will be stored on this Latest Backup:
MR Books computer. Your iPhone has never been backed up to this computer.
[¥] Audiobooks [ Encrypt iPhone backup

f;l Tones

Internal Use Only

This will allow account passwords, Health, and HomeKit dats to be
backed up.

Change Password...
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What type of information can you extract from an iPhone backup?

OJiPhone -

Name: iPhone
Model: iPhone 7
IMEI: 355321081337298
Unigue ID: 9E2826ETE071DFESBBEIDDE4BS3704877F408F55
Serial: CTESTACTHGTF
Phone Number: +1 (956) 739-0707
i0S Version: 12.0.1
ITunes Version: 12.9.0.167

Create On: Nov 6, 2018 1:49 PM

B0 e

Contacts, Call History, Text Messages, WhatsApp Messages, Calendar Items, Notes, Voicemail, Voice
Memos, Safari History, Photos, Apps, Raw Files
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Text messages

OiPhone - ‘ l 0S Version: 12.0.1

Attachments 52

Export =

4.08.2

Q & +15056056404

+ 15056056404 11/05/2018 18:31

Hey Elizabeth, it's Lindsey with New Mexico...

+ 17372002742 11/05/2018 16:28

Hi Jose, Tonia Jo here w/ Texas Democrats ..

732873 11/05/2018 11:39

Coinbase: 66726792 is your verification cod...

+ 15052732910 11/04/2018 21:18

Hi Elizabeth! This is Caitlin volunteering wit..

+ 19562407208 11/04/2018 10:09

Mot a problem! @

+15056580631 11/02/2015 14:55

Hey Elizabeth, it's Rachel with New Mexico ...

+ 19566403910 11/02/2018 10:54

We won't be able to go out there today, but...

Fellpe Romo 10/31/2018 18:40

Cool

0l Jesse Rodrlgu 10/31/2018 16:42
()

Sign in with jesse@teleprocommunications....

® Jorge Rodrigu_ 10/30/2018 14:57

°
«®

aere

Disliked "Disliked "Are you available?

-

-

100 of 147 threads

Monday, Mov 05, 15:31

Hey Elizabeth, it's Lindsey with New Mexico
for All. Election Day is tomorrow, November
6th and it's going to be close - do you know
where your Election Day polling location is?

1 message

Q

What if the iPhone backup is encrypted?

Internal Use Only
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Cracking iPhone Backup Encryption

From iTunes, verify the local iPhone backup is encrypted,

”

e ’ 4 c | = | search

File Edit View Controls Account Help

<> iPhone

Serial Number: C76STACTHGTE 1£.1). 10 UpudLe your IFIUNeE Wil Uig iduesL soiuwdie, Lick
iPhone o Update.
983 = +
Update | | Restore iPhone...

Settings

[E] summary

1 Music

[ Movies Backups

] TV Shows

i@ Photos Automatically Back Up Manually Back Up and Restore

@ Info icCloud Manually back up your iPhone to this computer or restore a

A\ File Sharing Back up the most important data on your iPhone to backup stored on this computer.
On My Devi il Back Up Now Restore Backup

n My Device @® This Computer

J7 Music A full backup of your iPhone will be stored on this Latest Backup:

H Movies computer. 11/6/2018 1:49 PM to this computer

] TV Shows Encrypt iPhone backup

.. Books , Health, and HomeKit data fo be

backed up.
[¥] Audiobooks
Change Password...
.Cl Tones
Options

it snc | [oone

Go the iPhone backup location and locate the manifest.plist file

Manifest.plist location in Windows and Mac

The iPhone Backup location is slightly different depending on yvour Windows version:

+ For Windows XP: C:\Documents and Settings\{user_nameP\Application Data‘\Apple Computer\MobileSync\Backup',
» For Windows 10/8/7 /Vista: C:\Users\{user_name]\AppData\Roaming\Apple ComputeriMobileSync\Backup',
* Tobrowse to see the iPhone backup files, you have to enable Windows Explorer to show hidden files.

Mo matter what version of Mac OS X you are running, iTunes stores yvour iPhone backup in the same directory:
~fLibrary/Application Support/MobileSync/Backup/
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2 Info.plist
Manifest.db
2" Manifest.plist
2 Status.plist

Internal Use Only

11/19/2018 9:33 AM
11/19/2018 9:31 AM
11/19/2018 931 AM
11/19/2018 9:33 AM

Property List File 938 KB
[ata Baze File 11,713 KB
Property List File 76 KB
Property List File 1KB
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Upload the manifest.plist file and submit

Wifi WPA(2) / Office / iTunes Recovery

UPLOAD YOUR FILE:

" Wesupport:
¥  Wifi WPA: .cap or .pcap or .pcapng or .hccapx

Process all ESSIDs & PMEKIDs
¥ MS Office: Word .doc/x, Excel xls/x or Powerpoint .ppt/x
Encrypted Office docs version 97 to 2019
iTunes Backup: encrypted Apple iTunes Backup Manifest.plist
" Maxsize per file: 100 Mb

SUBMIT

©

iPhone information extracted from the manifest.plist file

Filename Version Current Wordlist Status Password

@ Manifest.plist ==100 Basicsearch

Added date 2018-11-19 16:33:51 Hash Situnes_backup$*10"ab2dadabab73b26bbb66d16344126236b71f6b354bbab1...
Deletion date 2019-01-19 (+2 months) File SHA1 ebdbb0980c7d5af5cf702121bf79d3c5d6c3005¢

User Note N/A File size 77720 bytes

Download original file

Device Name iPhone Product Version 1201

Product Type iPhone9,3 Build Version 164404

Serial Number C765TACTHGTF Device ID 9e2826e7e07 1dfe8bBe9dde4b53704877f408f55

Type application/x-plist File(s)

Backup Version »=100 Salt a320355f42bBf5358f8b2482cf24ff7af7b56224

Iterations 10000 WPKY ab2dadabab73b26bbbé6d16344126236b7 1f6b354bb4b13a081d680279cbdb5e...
DPIC 10000000 DPSL 4aBb34fef759ddc7466088ab6298%9a8abcbf3dea

Internal Use Only
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What is the benefit of analyzing a backup versus the actual iPhone?

Internal Use Only
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Logical acquisition of an iPhone device

Belkasoft Acquisition Tool - https://belkasoft.com/get

Select Mobile Device

[ ekasot Acauisition Tool

‘What sources would you like to acquire?
Select drive, mobile device or loud to acquire

Drive Mobile device Cloud

Select Apple

[eeikasart Acquistion Too!

‘Select mobile type for acquisition

D
" &

Android Apple

Enter Target Path

[ eekasot Acauisition ool

‘What mobile device would you like to acquire?

Select Apple device to acquire and specify acquisition aptions

Source device

Device ,ﬁ

Connected device is not listed

Apple device image path:

cwssmmanscuzosstoncotes | | | conpect iphone or iPad 1o PC using
appropriate cable.

Choose to trust this computer in dialogue

o | T | E— E—

Internal Use Only


https://belkasoft.com/get
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Verify iPhone backup completed successfully

[E] Belkasoft Acquisition Tool - =X

Creating mobile device backup for: 9e2826e7e(71dfe8bBeSddedbb370487 740805
Do not detach the device while the tool acquires data

’ Creating mobile device backup for: 9e2826e7e071dfe8b3e9dded4b53704377#408f55
Operation completed successfully Open target folder

Elapsed time: 0:09:58

11/15/2018 4:00:51 PM: Sending list of the directopy C\Users\mdelacruz\Desktop'\Case 12345\CRMDO0T A
11/15/2018 4:00:51 PM: Received DLMessage: DLContentsOfDirectory

11/15/2018 4:00:51 PM: Sending list of the directopy Ch\Users\mdelacruz\Desktop\Case 12345\ CRMDO0T
11/15/2018 4:00:51 PM: Received DLMessage: DLContentsOfDirectory

11/15/2018 4:00:51 PM: Sending list of the directopy C\Users\mdelacruz\Desktop'\Case 12345\CRMD0O0T
11/15/2018 4:00:51 PM: Received DLMessage: DLContentsOfDirectory

11/15/2018 4:00:51 PM: Sendina list of the directopy C\Users\mdelacruz\Desktop\Case 12345\ CRMDO0T
11/15/2018 4:00:51 PM: Received DLMessage: DLContentsOfDirectory

11/15/2018 4:00:51 PM: Sending list of the directopy C\Users\mdelacruz\Desktop'\Case 12345\CRMD0O0T
11/15/2018 4:00:51 PM: Handling notification message: com.apple.mobile.backup.domain_changed
11/15/2018 4:00:51 PM: Handling notification message: com.apple.mobile.backup.domain_changed
11/15/2018 4:00:51 PM: Received DLI ge: DU geProc q

11/15/2018 4:00:51 PM: ProcessMessage contains error code: 0 (0 is success)

11/15/2018 4:00:51 PM: Total received 5922 files from device

11/15/2018 4:00:51 PM: Backup successful

11/15/2018 4:00:51 PM: Handling notification message: com.apple.mobile.backup.domain_changed
11/15/2018 4:01:44 PM: Task is finished successfully

<« Start over ‘ ‘ < Back

Open iBackup Viewer to parse the iPhone backup created

Q iBackup Viewer

Desktop app
Browse For Felder x
w CF ~
» FTKRegistryDump
» Internet Activity
w MO0
w 9e2826eTel71dfelbledddedb33T
o0
Oa
Ob
Oc
0d
Oe >
< >
Make Mew Folder Cancel
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Local Backups @

Internal Use Only

Nov 06, 2018 5]
giPhone

Nov 15, 2018/

giPhone
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i iBackup Viewer - Free Version

OiPhone -  sera C76STACTHGTF

Internal Use Only
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What if the iPhone backup is on iCloud?

iCloud Acquisitions with AXIOM

File Tools Help
EVIDENCE SOURCES
CASE DETAILS CLOUD
SELECT APPLE SERVICES
EVIDENCE SOURCES 1
2
Platiorm:  Apple
PROCESSING DETAILS . Pl 1980@hotmail.com
Add keywords to search
Search archives and mobsle backups. On SELECT DATE RANGE
Cakulate hash values Set the peniod of time that you want to access data from the cloud
Categorize pictures and videos DateRange Al dates A

Add CPS data to search

3 SELECT SERVICES AND CONTENT
Find more artifacts

Select the services and level of content that you want to acquire from the cloud. By default, AXIOM Process will acquire alf available content for the user who is signed in,

ARTIFACT DETAILS 33 SELECT ALL
SERVICE DATE RANGE LAST ACTIVITY (UTO) ACCOUNT SIZE CONTENT
Cloud artifacts 530f53 o ,‘ iCloud Backup All dates ot & > No content selected EDIT
ANALYZE EVIDENCE
L} ". iCloud Drive Files All dates N . 3 No content selected EDIT
] ‘ iCloud Photos All dates November 14, 2018 387 items No content selected
“ ‘ oo ki Y e . No content selected

The signed-in user doesn't have access to the service

Select the iCloud Backup to acquire

SELECT ICLOUD BACKUPS
SELECT THE ICLOUD BACKUPS TO ACQUIRE.

@ Service:  iCloud Backup
f. User name:  delacrurmal 2B0iMhotmail.com

DEVICE SERIAL NUMBER  BACKUP SI7E
= " iPhone 7 CTBSTACTHGTF  1GB
. V| miguel.delacne's iPhone 9/25/2018 T:44:18 PM 1 GB

o miguel.delacrz’s iIPhone 10/5/2018 3:39:58 PM 392 MB
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Jailbreaking an iPhone to Collect a Physical Image

Create a backup your iPhone and identify your iOS version.

« p »

File Edit

iPhone
Settings
[E summary
1 Music
H Movies
1 Tv Shows
i1 Photos

@ Info

A\ File Sharing

On My Device

1 Music

H Movies

1 TV shows
A Books

[¥] Audicbooks
Q Tones

View Controls

Account  Help

885 M)+

iPhone
iPhone 7
Capacity: 29.80 GB
Phone Number: +1(956) 739-0707
Serial Number: C765TACTHGTF
iTunes
Backing up “iPhone™_
P
Time remaining: Less than a minute
Backups
Automatically Back Up
() iCloud
Back up the most important data on your iPhone to
iCloud.

@® This Computer
A full backup of your iPhone will be stored on this
computer.
Encrypt iPhone backup

i anall Ml csas o ccomnk rceaen

mrde Unalth and U alfi d - i he

Search

i0512.0.1

A newer version of the iPhone software is available (version
12.1). To update your iPhone with the latest software, click
Update.

| Update || RestoreiPhone.. |

Manually Back Up and Restore

Manually back up your iPhone to this computer or restore a
backup stored on this computer.

Back Up Now Restore Backup

Latest Backup:
Yesterday 9:33 AM to this computer

14.20 GB Free Sync | Done

Download Cydia Impactor (http://www.cydiaimpactor.com/) and Ritz IPA
(http://pangu8.com/jailbreak/12/ritz-b1.ipa)

Internal Use Only
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http://www.cydiaimpactor.com/
http://pangu8.com/jailbreak/12/ritz-b1.ipa

Launch Cydia Impactor

! Cydia Impactor — e
Impactor  Bridge Device Fastboot USE  Xcode

| iPhone [9e2826e7e071dfelble9ddedb 5370487 7F408£55] ~

install Cydia Extender ~ Start

[] & ritz-bl.ipa

Drag Ritz IPA into Cydia Impactor and sign in with iTunes e-mail account

Apple ID Username X

This can be your iTunes e-mail legin.

I Cancel

Go to Profiles & Device Management on the iPhone and select the entry in the Develop App section, and
Trust the app.
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Social Media Acquisitions
Facebook

EVIDENCE SOURCES

CLOUD
SELECT FACEBOOK SERVICES

Platform:  Facebook
User name:  delacruzma@msn.com

SELECT DATE RANGE
Set the penod of time that you want to acoess data from the cloud

Date Range Al dates v

SELECT SERVICES AND CONTENT

Select the services and level of content that you want to scquire from the cloud, By default, XJOM Process will acquire all available content for the user whe is signed in.

SELECT ALL
SERVICE DATE RANGE LAST ACTIVITY (UTC) ACCOUNT SIZE CONTENT
] Facebook Profile Info All dates t ava t No content selected

E n Facebook Messenger Messages All dates svailable svailable Mo content selected
] n Facebook Timeline All dates t ava t Mo content selected
] n Facebook Friends All dates t t No content selected
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Instagram Acquisition

EVIDENCE SOURCES

CLOUD
SELECT INSTAGRAM SERVICES

Platform:  Instagram
User name:  teair

SELECT DATE RAMNGE
Set the period of time that you want to access data from the cloud

Date Range All dates v

SELECT SERVICES AND CONTENT

Select the services and level of content that you want to acquire from the cloud, By default, AXIOM Process will acquire all available content for the user who is signed in.

SELECT ALL
SERVICE DATE RANGE LAST ACTIVITY (UTC) ACCOUNT SIZE CONTENT
Ll @ Instagram Posts All dates January 19, 2018 43 items No content selected

[ @ Instagram Direct Messages All dates No content selected
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Link Files

What information can you gather from a link file?

Table  Thumbnail

Source File

& projectinfo.php.Ink

& FilterRequest.php.Ink

RawSearchReguest.php.Ink

USE Drive (D) {2).Ink

USE Drive (D).Ink

Program Files (x86).Ink

(G031 Handout - eDiscovery PM Tasks (1).pdf.Ink
IC-Consulting-Statement-of-‘Waork-Template-8719, xlsx. Ink
M2-300DPI-WhiteBKG. png.Ink

M2-300DPI.png.Ink

&

] (& (@ & & @ @ @ &

filewiping. toct. Ink.

normally_deleted. tet.Ink

wipe. txt. Ink

USEB Drive (E).Ink

s5 - Copy.jpag.Ink

Local Disk (F).Ink

Mew Text Document. tet.Ink
RGV (2).Ink
98.6.119,1308080-.Ink

Lol = (ool e (R i Lt

& Change what dosing the lid does.Ink

& http—go.microsoft. com-frlink-LinkID =2194728ccid=0x403.Ink
& http—www.msftconnecttest. com-redirect (2).Ink

& http-—-www.msftconnecttest. com-redirect. Ink

o Path

CHiUsersimdelacruziphp-clientiprojectinfo. php
CiiUsersimdelacruziphp-clisntisrc) II0Model\RequestiFilke. .
Ci\Usersimdelacruziphp-clientisrcd II0YModel\RequestiRav, .
ol

ol

DnYFC922 9244Program Files (x86)

[11:E031 Handout - eDiscovery PR Tasks (1), pdf

D\ IC-Consulting-Statemeant-of-Wark-Template-87 19, xlsx
0 M2-3000PI-WhiteBK G, png

D:\M2-3000PT. png

D\ filewwiping. bt

Duinormally_deleted. bt

Dwipe, bxk

Ei

Etiss - Copy.jpg

F:,

Frifew Text Document, bxt

FRGY

Ma preferred path Faund

Mo preferred path Found

Mo preferred path Found

Mo preferred path Found

Mo preferred path found

Date,Time

0o000-00-00 00:00:00
QOog-00-00 0o 00:00
QOo-00-00 00;00:00
O000-00-00 00:00:00
0o000-00-00 00:00:00
0o00-00-00 00:00:00
0o000-00-00 00:00:00
QOog-00-00 0o 00:00
Oo00-00-00 00;00:00
O000-00-00 00:00:00

O000-00-00 00:00:00
O000-00-00 00:00:00
0000-00-00 000000
0000-00-00 00:00:00
0000-00-00 G0:00:00
O000-00-00 00:00:00
O000-00-00 00:00:00
O000-00-00 00:00:00
0000-00-00 000000
0000-00-00 00:00:00
0000-00-00 G0:00:00
O000-00-00 00:00:00

Data Source

LogicalFilesets
LogicalFileSets
LogicalFileSets
LogicalFileSets
LogicalFileSets
LogicalFilesets
LogicalFilesets
LogicalFileSets
LogicalFileSets
LogicalFileSets

LogicalFilesets
LogicalFilesets
LogicalFileSets
LogicalFileSets
LogicalFileSets
LogicalFilesets
LogicalFile5ets
LogicalFileSets
LogicalFileSets
LogicalFileSets
LogicalFileSets
LogicalFilesets

Tags

Hex Strings File Metadata Results

Result: 1 of 1 Result

Recent Documents

| Type ” Value || Source(s) |
Path D:\ilewiping. txt RecentActivity
Path ID -1 RecentActivity
Date/Time 0000-00-00 00:00:00 RecentActivity

Source File Path

/LogicalFileSet3/Recent/flewiping.tet.Ink

Artifact ID -9223372036854775700

Can you identify how many USB storage devices were attached to a computer?
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What information is stored in the registry about a USB storage device?

L PuIBIUR

A || Value Type Data
_aﬂ DeviceDesc REG_SZ @disk.inf, %disk_devdesc;Disk drive
84 capabiites REG_DWORD  0x00000010
.ﬁﬂ Address REG_DWORD  0x0000000D
_iﬂ ContainerID REG_SZ {2108 37e2-4e6f-5756-074f-d4ae548523d3}
_iﬂ HardwarelD REG_MULTL.. USBSTOR\Disk Patriot_Memory__PMAPUSBSTOR \Disk_ Patriot_Memary__...
3 use _iﬂ CompatibleIDs REG_MULTL.. USBSTOR\DiskUSBSTORRAWGenDisk
_gﬂ ClassGUID REG_SZ {4d36e967-2325-11ce-bfc1-08002be 10318}
(3 usssToR abl] FriendlyName REG_SZ Patriot Memory UISB Device
= L] Diskaven_8Prod_Patriot_Memory&Rev_PMAP o] Service REG 57 ek
o SHZZA e abl] Driver REG_S7 {4d36e967-2325-11ce-bfc 1-08002be 10318} 10002
(1 Device Parameters |af] Mfg REG_SZ @disk.inf, Ygenmanufacturer %; (Standard disk drives)
5 MedaChangeNotification & ConfigFlags REG_DWORD  0x00000000

[ Partmagr

= £ Properties

(03 {3464F7a4-2444-40b1-9802-20903ch6da 12}
(23 £540b347e-8b40-45bc-a8a2-6a00894chdaz}
(Z3 {80497100-8c73-48b9-aad9-ce 357 19c56e}
(I3 {83dan326-9756-4088-9453-2 1923573029}
(I3 {aBbansdd-2e3d-4094-2d97-2593a70c75d6}
- [C Diskawen_FantomaProd_sRev_0000

([ Disk&ven_General&Prod_USB_Flash_Disk&Rev_1100

| [1) Diskaden_Generic&Prod_ATA/ATAPT Device8Rev_

- [0 Disk&Ven_SanDisk&Prod_SDSSDH31000G&Rey_

- [ Disk&Ven_SanDisk&Prod_SDSSDH31024G8Rey_

- [Z) Diskaven_SanDisk&Prod_Ultra_II_430GB&Rev_

- [Z Disk&ven_ST1000DM&Prod_010-2EP 1028Rev_

|2 Disk&ven_ST2000DM&Prod_006-2DM1645Rey _

|2 Diskaven_ST2000VN&Prod_D00-1H11645Rey _

|23 Disk&ven_WD&Prod_My_Passport_25E18Rev_1015
|23 Disk@ven_WDC_WDS08Prod_00AAKX-75USAADEREY_
[0 Other&Ven_WD&Prod_SES_DeviceBRev_1015

B! Key Properties — [l >

> |ﬂ?ﬂ16535522.ﬁ.ﬂ[31&ﬂ

Tdx: 4533¢

Relative Offset: TFZECO

HNumber of Subkeys: 2

Security Eey Offset: 55D228

Date Modified: S/6/2018 7:21:51 PM

Ok
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Internet Activity - Browser History Examiner

Capture history from local or remote PC.

@ Browser History Examiner - Capture History *

(® Capture history from this computer

() Capture history from a remote computer

Computer Mame / IP Address
Admin Username

Admin Password

Admin Share admin$
| Mext | | Cancel |
Q; Browser History Examiner - Capture History
User Profile: | mdelacruz -
Browsers; Firefox Chrome Internet Explorer & Edge

Data: Historny Cache

Destination: | | D

Back Capture | | Cancel

Internal Use Only

63



Identify login information

Date Created

Hostname Crigin URL Submit URL Username Last Used Password Changed Times Used  Web Browser
hitps://accounts.zoho.com/ hitps://accounts.zoho.com/signin_| httpsi//accounts.zoho.com/signin/z 10/26/2018 18:05:58 0 Chrome
hitps://m2rgv.indexed.io/ hitps://m2rgvindexed.io/ hitpsi//m2rgvindexed.iof 10/17/2018 14:52:00 0 Chreme
https:/fadmin.microsoft.com/ https:/fadmin.microsoft.com/Admir | https://admin.microsoft.com/Admir 10/11/2018 20:21:45 0 Chrome
hitps://app.indexed.io/ hitps://app.indexed.io/ hitps://app.indexed.iof 10/10/2018 17:51:09 0 Chrome
https:/fwww.idrive.com/ https:/fwww.idrive.com/idrive/partr | https.//www.idrive.com/idrive/partr 10/05/2018 14: o Chrome
hitps://login.microsoftonline.com/ | hitps://loginmicrosoftonline.com/c | htps/login.microsoftonline com/c 10/03/2018 17: 0 Chrome
https://accounts.google.com/ https.//accounts.google.comy/Servic | https://accounts.google.com/signir | jacklyn@teleprocommunications.cc | 09/10/2018 20: a Chrome
hitps://sso.godaddy.com/ hitps://sso.godaddy.com/ hitps://account godaddy.com/secu | 45308765 08/30/2018 21: 1 Chrome
/fsso.godaddy.com/ /fsso.godaddy.com/ //sso.godaddy.com/ 45308765 08/30/2018 21: 1 Chrome
nspiceworks.com/ n.spiceworks.com/sign_in n.spiceworks.com/sessions| michael @safequardrgv.com 08/28/2018 22: 9 Chrome
//on spicewarks.com/ //onspicewarks.com/sign_in //on.spiceworks.com/sessions| mich| 45208765 [gv.com 08/27/2018 16: 14 Chrome
hitps://loginmicrosoftonline.com/ | hitpsi//loginmicrosoftonline com/c | httpsi//login.microsoftonline com/c | telepro@texaircompany.com 08/13/2018 14:25:37 3 Chrome
hitps://accounts.goaglecom/ | hitpsi//accounts google com/signir | hitps://accounts google.com/signir | michac| @teleprocommunications.c | 04/06/2018 15:01:23 0 Chreme
vow tradingview.com/ wwtradingview.com/ viwtradingiew.com/aceor | delacruzma 03/07/2018 14 0 Chrome
f/myturbotaxintuit.com/ f/myturbotaxintuit.com/ ffmyturbotaxintuit com/hom | delacruzma 03/06/2018 18:0 3 Chreme
https://onspiceworks.com/ https://fon.spiceworks.com/sessions | httpsi//on.spiceworks.com/sessions | michael @teleprocommunications.c | 03/06/2018 17: 1 Chrome
https://login.microsoftonline.com/ | htps://login.microsoftonline.com/c | https://lagin.microsoftonline com/c | rolando@longoriaselectriccom | 02/19/2018 17:1 2 Chrome
https://login.microsoftonline.com/ | https.//legin.microsoftonline.com/c | https://login.microsoftonline.com/c | texair@texaircompany.com 08/10/2017 15 3 Chrome
hitps://login.shoretel.com/ hitps://login.shoretel.com/ShoreTel | hitpsi//login shoretel.com/ShoreTel 06/27/2017 18:34:50 0 Chrome
Identify email addresses
Last Used Email Address Domain Source Web Browser
11/08/2018 17:31:18 | michael@teleprocommunications.com charteruc.webex.com Website Visit Edge
11/07/2018 21:08:54 | michael@teleprocommunications.com demao.passware.com Website Visit Edge
11/06/2018 21:17:13 | michael@teleprocommunications.com outlook.office.com Website Visit Chrome
11/06/2018 20:49:30 | michael@teleprocommunications.com login.microsoftonline.com Website Visit Edge
11/06/2018 15:53:40 | admin@teleprocommunications.com cutlook.office.com Session Tab Chrome
11/06/2018 15:50:29 | admin@teleprocommunications.com accounts.google.com Form History Chrome
11/05/2018 13::11:15 | michael@teleprocommunications.com portal.office.com Website Visit Edge
11/05/2018 13::11:02 | michael@teleprocommunications.com outlook.office365.com Website Visit Edge
11/01/2018 19:06:49 | telepro@texaircompany.com lagin.microsoftonline.com Website Visit Edge
11/01/2018 15:40:52 | telepro@texaircompany.com outlook.office365.com Website Visit Edge
11/01/2018 14:52:49 | telepro@texaircompany.com lagin.microsoftonline.com Website Visit Chrome
10/20/2018 18:57:44 | marketing@safeguardrgv.com cutlook.office.com Website Visit Chrome
10/26/2018 22:28:58 | michael@mdrgv.com mail.zoho.com Website Visit Chrome
10/26/2018 03:39:28 | michael@teleprocommunications.com lagin.microsoftonline.com Website Visit Chrome
10/25/2018 15:45:34 | telepro@texaircompany.com portal.office.com Website Visit Edge
10/25/2018 13:25:51 telepro@texaircompany.com.pst Website Visit Internet Explorer
10/24/2018 16:57:57 | jesse@teleprocommunications.com lagin.microsoftonline.com Website Visit Edge
10/24/2018 16:55:17 | jesse@teleprocommunications.com office.com Website Visit Edge
10/24/2018 18:33:51 | jesse@carnesirgv.com lagin.microsoftonline.com Website Visit Edge
10/24/2018 16:15:45 | jesse@safeguardrgv.com lagin.microsoftonline.com Website Visit Edge
10/23/2018 21:25:43 | Raymundo@valdezmonarrez.onmicrosoft.com portal.office.com Website Visit Edge
10/23/2018 21:25:42 | Raymundo@valdezmonarrez.onmicrosoft.com outlook.office365.com Website Visit Edge
10/23/2018 21:24:38 | Raymundo@valdezmonarrez.onmicrosoft.com lagin.microsoftonline.com Website Visit Edge
10/23/2018 21:15:35 | raymundo@valdezmonarrez.com lagin.live.com Website Visit Edge
10/23/2018 17:40:31 michagl@teleprocommunications.com accounts.google.com Foarm History Chrome
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Identify web searches conducted

11/09/2018 14:32:26  |file hashing Google httpsi/fwww.google.com/search?ei=5_zhWEPICZLUtOW_g4_gAQ&q=file +hashingd | Website Visit Edge
11/08/2018 22:25:20  |255.255.255.x 16 Google https/fwww.google.com/search?ei=fTbkWT7ScD4uwjwShlimACwEq=255.255.255x- | Website Visit Edge
11/08/2018 22:25:20 | 255.255.255% 16 Google https:/fwww.google.com/search?ei=fTbkWTScD4uwjwShlimACwEg=255.255.255x- | Website Visit Edge
11/08/2018 22:25:07  |255.255.255x Google https:/iwww.google.com/search?ei=zrTkW56-03DvjwSX15ulAQ&q=255.255.255.x& | Website Visit Edge
11/08/2018 22:25:07  |255.255.255% Google https://www.google.com/search?ei=zrTkW56-05DvjwSX15ulAQ8q=255.255.255.x8 | Website Visit Edge
11/08/2018 22:21:41 | spacex brownsville Google https:/www.google.com/search?ei=UbnkWBCTlezcjwSExI64CQ8q=spacex+brown: | Website Visit Edge
Identify downloaded files
URL Local Path State Start Time N End Time Bytes Downloaded Total Bytes Web|
blob:https://portal.azure.com/58512b65-326c-43de-bbéi-¢| C:\Users\mdelacruz\Downloads\Signlns__2018-10-29_2018-11-05.csv. Complete 11/05/2018 14:15:26  |11/05/2018 14:15:27 | 288695 288605 Chro
https://protection.office.com/api/UnifiedAuditLog/Export | CA\Users\mdelacruz\Downloads\AuditLog_2018-08-01_2018-08-05.csv Complete 11/01/2018 1 6 [11/01/2018 15:39:30  |701919 701919 Chro|
blob:https://protection.office.com/1290a514-b8ea-44c1-8¢ | C\Users\mdelacruz\Downloads\UnifiedAuditlog (4).csv Complete 10/31/2018 21:51:: 10/31/2018 21:51:35 142140 42140 Chro|
blob:https://protection.office.com/95e793a7-4711-41bd-8 | C\Users\mdelacruz\Downloads\UnifiedAuditLog (3).csv Complete 10/31/2018 21:39:23  |10/31/2018 21:39:23  [43250 43230 Chro)
bleb:https://protection.cffice.com/fb263b93-ba84-4c94-94| C:\Users\mdelacruz\Downloads\UnifiedAuditlog (2).csv Complete 10/21/2018 15:45:43  [10/31/2018 15:45:44 142273 42273 Chro
blob:https://protection.office.com/85b750e0-8ec5-4872-8¢ | C\Users\mdelacruz\Downloads\UnifiedAuditlog (1).csv Complete 10/30/2018 15:28:50 _ |10/30/2018 15:28:51 17246 17246 Chro
1 rotection.office.com/fb263b93-baB4-4c94-9496-dfae0d65ddad 1 Complete 10/30/2018 15:28:03 | 10/30/2018 15:28:04 4806 4806 Chro
[CUsers\mdelacruz\Downloadsveignins_2018-10-22_2018-10-2%.csv Complete 10/29/2018 13:18:40  [10/29/2018 13:18:40  [669995 669995 Chro)
bleb:https://portal.azure.com/b67fc4d6-00f2-4564-bbd3-C| C:AUsers\mdelacruz\Downloads\Signins_2018-10-15_2018-10-22.csv Complete 10/22/2018 15:36:17_ [10/22/2018 15:36:31 | 764019 764019 Chro
blob:https://portal.azure.com/0c36a4f1-4102-4d57-b292-f | C:AUsers\mdelacruz\Downloads\Signins_2018-10-15_2018-10-22.csv. Complete 10/22/2018 15:24:03  |10/22/2018 15:24:04  |760587 760587 Chro
https:/fiio-projects om/project-5bbb8149¢ | C:\Users\mdelacruz\Downloads\Resource_Report_10_16_2018_@_14_8_12.csv | Complete 10/16/2018 20:09:43  |10/16/2018 20:09:44 197789 197789 Chro|
https://iio-projects m/project-5bbb8149¢ | CAUsers\mdelacruz\Downloads\Tag_Report_10_16_2018_@_12_47_36.zip Complete 10/16/2018 18:47:55  |10/16/2018 18:47:56  [529 529 Chrol
file///C:/Users/mdelacruz/Desktop/Custedian/ZIP/ZIP(Pass | C:\Users\mdelacruz\Downloads\ZIP(Password).zip Complete 10/10/2018 22:11:39  [10/10/2018 22:12:01 221217 221217 Chro)
http:, idrive.c d; loads /1D i CAUsers\mdelacruz\Downloads\| DriveWinSetup.exe Complete 10/05/2018 15:08: 10/05/2018 15:08:19 | 24818160 24818160 Chro
http://wenw.idrive.com/resellar/marketing_kit/application_s| C:\Users\mdelacruz\Downloads\application_screenshots.zip Complete 10/05/2018 14:45:42  110/05/2018 14:45:45 (2679821 2679821 Chro|
https://statics.teams.microsoft.com/production-windows-x | CAUsers\mdelacruz\Downloads\Teams_windows_x64.exe Complete 10/04/2018 17:20:50 | 10/04/2018 17:21:37  [93214256 93214256 Chro|
https://msproduct download.microsoft. com/pr/SW_DVD9_ | C\Users\mdelacruz\Downloads\SW_DVD9_Win_Server_STD_CORE_2016_64Bit| Complete 18 19:18:36 18 21:33:32 | 6003804160 6003804160 Chro)
https://www.microsoft.com/Licensing/servicecenter/Assets Cancelled 09/06/2018 19:17:43 o 1558 Chro
https://on.spiceworks.com/api/attachments/eyfemFpbHM | C\Users\mdelacruz\Downloads\Customer_Signoff Form use on all navco ticke| Complete 09/04/2018 16:44:17 | 09/04/2018 16:44:20 | 103581 103581 Chro|
https://on.spiceworks.com/api/attachments/eyfemFpbHM | CAUsers\mdelacruz\Downloads\Customer Signoff Form (1).pdf Complete 09/04/2018 16:43:48 | 09/04/2018 16:43:52 | 36420 36420 Chro|
https://on.spiceworks.com/api/attachments/ey}fcmFpbHM | C:AUsers\mdelacruz\Downloads\TELEPRO WO 9974 - ALAMO.pdf Complete 09/04/2018 1 6 [09/04/2018 16:43:11 343383 343383 Chro)
httpsi//on.spiceworks.com/api/attachments/ey}fcmFpbHM | C:AUsers\mdelacruz\Downloads\TELEPRO WQ 9974.pdf Complete 09/04/2018 16:42: 09/04/2018 16:42:43 306272 306272 Chro
https://on.spiceworks.com/api/attachments/eyfemFpbHM | C\Users\mdelacruz\Downloads\TELEPRO WO 3974.pdf Other 09/04/2018 16:42:13 a 306272 Chro
file:///C:/Users/mdelacruz/Downloads/NAVCO%2051GN%2 | PAConsulting\NAVCO SIGN OFF SHEET CHEDDARS WO 9966 pdf Complete 08/31/2018 19:04:48 | 08/31/2018 19:05:04 | 368254 368254 Chro|
https://on.spiceworks.com/api/attachments/eyfemFpbHM | CAUsers\mdelacruz\Downloads\City of Donna-W09963 - Copy (1).pdf Complete 08/31/2018 17:54:59 | 08/31/2018 17:55:05 | 528633 528633 Chro)

Identify Form History data
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Field Name Value First Used Calculated Domain (First Used)
identifier adminSteleprocommuncations.com 11/06/2018 15:50:29 | accounts.googlecom
query 68.201.174.232 10/29/2018 13:37:10

query 17258109214 10/29/2018 13:36:53 _ |iplocationnet

query 2607090:5¢b1:93de: 7d 10:ec6b:23¢ 7:0f64 | 10/29/2018 13:32:27  |iplocation.net

qQuery 25.169.19.142 10/29/2018 13:32:00  |iplocation.net

query 172.5827.67 10/29/2018 13:30:28  |iplocationnet
identifier michaelteleprocommunications.com | 10/23/2018 17:40:31 | accounts.googiecom
query indexed 10/23/2018 17:16:19

name Resource Report 10/16/2018 © 14:8:12 | 10/16/2018 20:08:21

name Tag 10/16/2018 @ 1247:36 10/16/2018 1847:51

password Yﬁ 10/10/2018 22:24:44

name Custodiand 10/10/2018 17:55:39

last_name De La Cruz 10/05/2018 15:05:41

HicType S 10/05/2018 14:43:13  |idrivecom

s3n1 - | 10/05/2018 1443:13_|idrive.com

einl 83 10/05/2018 14:43:13  |idnvecom

ein2 1954120 10/05/2018 14:43:13 | idrivecom

sighature Miguel De Ls Cruz 10/05/2018 14:43:13  |idrive.com
paddressW9 7238)8¢ 10/05/2018 14:58:20  |wdrive.com

emad michael @m2rgv.com 10/05/2018 14:42:12  |idrvecom
plompanyName M2 Consulting Services, LLC 10/05/2018 14:42:12  |idrive.com

oty McAllen 10/05/2018 14:42:12  |idrivecom
others_info Google 10/05/2018 14:42:12  |idrivecom

paddress 7235 )5t 10/05/2018 14:57:56  |idrivecom

identifier xerox@teleprocommunications.com 09/18/2018 18:14:27 | accounts.qooqiecom
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Identify cached images from websites

Last Fetched Content Type URL Fetch Count  File Size (Bytes)  Web Browser
image/png hitps://css.zohostatic.com/zohoone/20180910_1787408/zhome/images/product-logos/product-icons-128,png 763353 Chrome
image/png https://www.backblaze com/blog/wp-content/uploads/2018/03/hdd_vs_ssd_bz.png 1 671511 Internet Explorer
image/png hitps://css zohostatic.com/zohoone/20180810_1787408/zhame/images/product-logos/product-icons-96.png 522745 Chrome
image/png hitps://css zohostatic. com/zchoone/20180810_1787408/zhame/images/praduct-loges/product-icons-64.png 299145 Chrome
image/jpeg hitps://secure.aadedn.microsefionline-p.com/ests/2.1.8233.22/cantent/images/backgrounds/0 jpg?x=a3dod4393f6a725c Teb2b6 1dTeT210 283351 Chrome
image/jpeg hitps://secure.aadednmicrosefionline-p.com/ests/2.1.8233.21/cantent/images/backgrounds/0 jpg?x=a3dod4393f6a725¢ Te62b6 1dTeT 20 283351 Chrome
image/jpeg hitps://secure.aadedn.microsofionline-p.com/ests/2.1.8233.23/cantent/images/backgrounds/0,jpgPx=a5dbd4303ff6a725c <626 1dF 727270 283351 Chrome
image/jpeg hitps://secure.aadcdnmicrosoftonline-p.com/ests/2.1.8283.10/cantent/images/backgrounds/0 jpg?x=a5dbd4393ff6a725c7e62b6 1df7e720 283351 Chrome
image/jpeg hitps://secure.aadcdn.microsoftonline-p.com/ests/2.1.8255.6/content/images/backgrounds/0jpg?x=a5dbd4393ff6a725¢7e62b6 17 72f0 283351 Chrome
image/jpeg hitp//www.enterprisestorageforum.com/imagesvr_ce/6746/ssd-hdd,jpg 1 256895 Edge
image/svg+xml | hitpsi//abm-websiteasset ites/all/th bm_channel_for/logo.svg 1 247121 Edge
image/png hitps://css zohostatic com/zohoone/20180010_TF8TA08/2l ooty vebsite assets s3.amazo es/all/themes/abm_channel_forflogosvg 1 201395 Chrome
image/png hitps://www.zoho.com/images/mebile-apps-icons-sprite Gzxprig 185805 Chrome
image/png hitps://wenw.foxtonforensics.com/Sereenshots/s_bhv_2.png 1 167031 Edge
image/png hitps://wvnw.foxtonforensics.com/Sereenshots/s_bhe_2.png 2 165665 Edge
image/jpeg lashtalking.com/feeds/celebrity/images/ALCAN Impression_1_300x250,pg 135930 Chrome
image/png //www Foxtonforensics.com/Screenshots/s_bhy_3png 1 133797 Edge
image/png https://css zohostatic.com/zohoone/20180810_1787408/zhome/images/bg.png 120676 Chrome
image/jpeg //image slidesharecdn.com/55DvsHDD-123294206412-phpapp03/35/ssd-vs-hdd-a-shift-in-d ge-by-todd-dinkelman-6-728,pg?cb=1232020] 1 120393 Edge
image/png hitps://izzohostatic.com/sites/default/files/mail-home-screen.png 111897 Chrome
image/png hitps://wew.foxtonforensics.com/Sereenshots/s_bhe_2.png 2 103776 Edge

Viewing 25/25 records 1 | of 1 pages Page size | 50

g — | ||| :
Website Visit Count

Date Visited Title URL Visit Type Visit Count  URL Record Count  Visited From ‘Web Browser
11/09/2018 15: filex///C:/Users/mdelacruz/Desktop/Collections/Forensics.docx 1 Internet Explorer
11/09/2018 15:52:09 https://www.foxtonforensics.com/browser-history-examiner/download 2 Edge
11/09/2018 15:52:07 https://www.foxtonforensics.com/browser-history-examiner/download 2 Edge
11/09/2018 15:52:03 https://www.foxtonforensics.com/browser-history-examiner/ 2 Edge
11/09/2018 15: 0 https://www.foxtonforensics.com/browser-history-examiner/purchase 2 Edge
11/09/2018 15:52:00 https://www.foxtonforensics.com/browser-histary-examiner/purchase 2 Edge
11/09/2018 15:51:52 https://www.foxtonforensics.com/browser-histary-examiner/ 2 Edge
11/09/2018 15:51:52 https://www.foxtonforensics.com/browser-history-examiner 1 Edge
11/09/2018 15:51:35 https://www.foxtonforensics.com/browser-history-viewer/download 2 Edge
11/09/2018 15:51:35 https://www.foxtonforensics.com/browser-history-viewer/download 2 Edge
11/09/2018 15:51:32 https://www.foxtonforensics.com/browser-history-viewer/ 2 Edge
11/09/2018 15: 0 https://www.foxtonforensics.com/ 1 Edge
11/09/2018 15:51:30 https://www.foxtonforensics.com/browser-history-viewer/ 2 Edge
11/09/2018 15:51:29 aboutblank 1 Edge
11/09/2018 15: 9 googls m/url’ t8erct: q==&esrc=s&source=web8icd=38ved=2ahUKEwjhg7 1 Edge
11/09/2018 15:51:23 google.com/search?source=hp V4D-OsLbzgKWmpmQCg&ig=intemnet+h 2 Edge
11/09/2018 15:51:22 goagle.com/search?source=hp IWAD-OsLbzgKWmpmQCg&g=internet+h H Edge
11/09/2018 15:51:18 https/www.gaogle.com/ 1 Edge
11/09/2018 15: 6 https://login.live.com/legin.sr?wa=wsignin1.08urpsnv=138ct=1541778353&rver=6.7.6631.08w 1 Edge
11/09/2018 15:51:15 https://www.bing.com/msa/sso 1 Edge
11/09/2018 1543:16 https://tpc.googlesyndication.com/sadar/6uQTKQ)zhtml 1 Edge
11/09/2018 15:49:16 https://ad.doubleclick.net/ddm/adi/N418801.1303965PICEWORKS/B21268213.223209498:dc_vt 1 Edge
11/09/2018 15:49:15 https://ad.doubleclick.net/ddm,/adi/N487001.1303965PICEWORKS/B20614218.23210642 1:dc_v: 1 Edge
11/09/2018 15:49:14 https://tpc.googlesyndication.com/safeframe/1-0-30/html/cor himl 1 Edge
11/09/2018 15:49:12 https://gekko.spiceworks.com/taylor.html?_chd=18w=55243408CHD=1314c9428b=gekko8e 1 Edge
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Recover Stored Web Passwords
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Email Collections

What are the most common types of email collections? POP, IMAP, Gmail, Exchange

Gmail API
Acquire Gmail / G Suite mailboxes using Gmail API.
Exchange
Acquire Office 365 and on-premises Exchange mailboxes via

Exchange Web Services (EWS).

IMAP

Acquire mailboxes from IMAP-compatible email servers such as
those of Yahoo!, AOL, iCloud, Hotmail, Outlook.com, Zoho and

maore.

Internal Use Only

SELECT

70



Collection to EML, MSG, or PST file format. Files are hashed for verification purposes.

Output Path

C:\Users\mdelacruz\Desktop\Case 12345\ED\De La Cruz-Michael\Email

VERAnno

Output Format
MIME Format (EML) @

[JMSG Format@
0 PST Format @

Output Options
Hash output files | 5HA-256 ~

L 1000 fjes perﬁ::-l-:jntarﬂ

Select ALL, only select folders, or perform a pre-acquisition search.

Internal Use Only
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Q Perform Pre-Acquisition Search

4 delacruzma(@msn.com

Alma Garza - Casework (1)

Archive (o)

Bellini Seven Mail - Michael (11,822)
Books (3)

Deleted (8,159)

Drafts (23)

Folder (o)

Hidalgo County INVESTIGATION (10)
Inbox (74,375)

lobs (17)

Junk (644)

LogMeln.com (2)

Moving (16)

MNotes (o)

MNotes_o (20)

Internal Use Only
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Email Collections

Magnet AXIOM

EVIDENCE SOURCES
lSlELII.lgéT MICROSOFT SERVICES
Bl e i
SELECT DATE RANGE

Set the period of time that you want to access data from the cloud

Date Range  All dates v

SELECT SERVICES AND CONTENT
Select the services and level of content that you want to acquire from the cloud, By default, AXIOM Process will acquire all available content for the user who is signed in.
SELECT ALL

SERVICE DATE RANGE LAST ACTIVITY (UTC) ACCOUNT SIZE CONTENT

| Office365/Microsoft Mail All dates ! t ) No content selected EDIT

CneDrive All dates November 9, 2018 1562 M8 No content selected EDIT
Office365 Outlook Contacts All dates Not t No content selected EDIT
Office365 Audit Logs All dates Not avadat t avadlable No content selected EDIT
SharePoint All dates Not ava No content selected EDIT
Office365 Outlook Calendars All dates Not ava ta e No content selected EDIT
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Volume Shadow Copy (VSS)

Windows service that takes a snapshot of files/volumes while in use.

'-\.,’z)i‘u’Mware USE Arbitration Service Arbitration ...  Running  Automatic Local Syste

Manages an.. Running Manual Local Syste

Volume Shadew Copy

Shadow Explorer will parse all available snapshots.

“ ShadowExplorer - O X
File Help
c.  ~ [1/72me22153PM
Py | 1/ 3/2018 12-36:18 B
E‘""-:- C11/7/2012 2:21:53 PM MName Date Modffied Type Size D™
= ____1”9"‘;2_'1]'_1;5;54153 L SRG48J3J 10/11/2018 11:595..  File folder 1
_____ 5-1-5-21-2939315078-20 SF{ICZSTI 101172018 9:35:29 File folder "
,,,,, 5-1-5-21-7935315078-20 QL SI0MKAHH itdb 104172018 4:16:31 iTunes Databas... TKE 1(
G S15213747677112.23 4 5123UR15db 10/1/20184:16:32  Tunes Databas. . TKB 10
B | §1-521-3747677112-23 || ‘&= 5128J8L4 10/18/2018 35743 File 1KB U
| sR2sJaLd ] $13BBP1C itdb 10/1/20184:35:02  Tunes Databas. . TKB 1
SRG48J3) %! S13ERCY5 im 9/27/2018 4:06:17  iMacros macro 1KB 9
‘.| | SRICZSTI o $13GVZIW itdb 10/1/2018 4:35:29  Tunes Databas... TKB 1
----- S1-5-21-3747677112-23 || 185 513M5108im 9/27/2018 4:0537  iMacros macra TKB 9
w- | gt [.15/3PZ51Y xsh 11/6/2018 8:00:56  Microsoft Excel ... TKB 17
- adb 0[5 YA1Z xlsh 9/24/2018 B:24:51  Microsoft Excel .. TKB %
BOCT 44 $17J5NAM itdb 10/1/2018 4:48:03  iTunes Databas... 1KB
-~ Config Msi & SITMVVQD itdb 10/14/2018 225:39  iTunes Databas... 1KB 1
- del £1./$/842A6B xisb 10/1/20188:2857  Microsoft Excel ... 1KB 1
cﬁ: Ei‘;um erts and Settings [ |5/5FB5P | dsh 11/6/2018 8:00:55  Microsaft Excel ... 1KB 1°
B s b cdoud {3 $I9XTUBC xisb 11/6/2018 8:00:59  Microsoft Excel ... TKB 10
N P e 6] SIAIFSNH xish 11/6/2018 8:00:57  Microsoft Excel ... TKB 10
-] exiras 1 SIBICRNR itdb 10/1/2018 4:48:03  Tunes Databas... TKB 1
.| Flexlogs 4 $IDPE3EM tdb 10/1/2018 4:32:40  iTunes Databas.. TKB 1
G- | IDrivelocal i, §1G48J3 10411/2018 12.00:0...  Fie TKB 1
[l Image @5 $/HI50RT 4sb 11/6/2018 8:00:57  Microsoft Excel ... 1TKB 1°
H- | inetpub i SICZSTI 10/11/2018 9:35:37  File 1KB U
W | Intel 4 SI0I5LO itdh 10/1/20184:33:51  Tunes Databas. . TKB 1
| iVMS-4200 B, |$IKIBCYA xish 10/31/2018 10:31:1.. Microsoft Excel ... 1KB 1
- | Kramer Blectronics & ] $IN2BAQDInk 10/10/2018 8:36:03  Shortout TKB 1
- | lib 4 SINFXOGH itdb 10/1/2018 4:32:41  iTunes Databas.. TKB 1
- | LocalStorage Y || [ =101 mRne aed 11/1/2012 11-R6-02  ASN Fil= 1kR 1° Y
< > £ >
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Accessing VSS snapshot as a volume
Why is it useful to be able to access the MFT of different VSS snapshots?

Install Dokan - https://github.com/dokan-dev/dokany/releases/tag/v0.7.4

Run vshadowmount with byte offset ([Sector Offset] x 512) = byte offset

vshadowmount -0 105906176 -X allow_other D:\Collection\WS_002\WS_002.001 x:
vshadowmount -o [byte offset] -X allow other z:\disk.img x:

If you get the following error message, reinstall Dokan.

top\Collections\vshadowmoun dowmount -o 18 6176 -X allow_other D:\CollectionV

Unable to run dokan main: unable to load driver

If successful, you will see all available VSS snapshots on the X drive.

& | ﬂ = Dirive Tools VSHADOW ()
Home Share View Manage
« “ P wm » ThisPC » VSHADOW ()
A [0 MName - Date modified Type Size
~ gk Quick access vt e
B Desktop j Vss52 File
4 Downloads [ vssa File
|| Documents [ vss4 File
= Pictures | ] vsss File
Google Drive | | vsse File
Collections || vss7 File
0365
Spreadsheets
- VSHADOW (X
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Access X:\ volume using FTK Imager and import each VSS snapshot at an image file

Select Source *

— Please Select the Source Evidence Type

" Physical Drive

" Logical Drive

" Cortents of a Folder
(logical filedevel analysis only; excludes deleted, unallocated, etc.)

< Back Mext > Cancel Help
YSHADOW (X:) v | Search VSHADOW
f==
~ Mame Date modified Type Size

[ vss1 File 244,092.92...

D V552 File 244 092,92...

D V553 File 244 092,92...

[ vssa File 244,092.92...

[ vsss File 244,092.92...

[ vsss File 244,002.92...

D V557 File 244 092,92...
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File View Mode
S a =

Evidence Tree

B NONAME [NTFS]
-3 [orphan]
B froat]
lﬁ [unallocated space]

E] AccessData FTK Imager 3.4.3.3

Help

For each VSS snapshot, extract SMFT and SLogFile

=) .

E] AccessData FTK Imager 3.4.3.3

File  View Mode Help

s B - S R = s

m RO OB eEE T,

Evidence Tree

=y VSS1
E-18 NONAME [NTFS]
&+ [ophan]
E‘{ﬁ [roat]

B0 SExtend
F-IL3 $Recycle.Bin

{3 Config. Msi

And extract the SUSnJrnl\$J file

Internal Use Only

~

MName I SizeI Type I Date Modified I
j 5BadClus 0 Regular File 3/25/2013 11:1...
j $Bitmap 7430 Regular File 3/25/2013 17:1...
j 5Boot 2 Regular File 3/25/2013 11:1...
j 5130 12 MTFS Index All...  10,/9/2018 1:17:...
65,536 Regular File 3/25/2013 11:1...
494 336 Regular File 3/25/2013 11:1...
SMETMirr 4 Regular File 3/25/2013 1111,
_]; S5ecure 1 Regular File 3/25/2013 11:1...
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ﬂ AccessData FTK Imager 3.4.3.3

Fle Wiew Mode Help

RES o a dy B

wm G OB [eEE T,

Evidence Tree

=6y V551
B-hE NOMAME [NTFS]
&3 forphan]
=) [roct]
il8 $BadClus
B0 $Extend
L.hE 20bjld
-8 SReparse
-3 $RmMetadata
T SUsndml
-3 SRecycle Bin
-3 APPS
--|C Corfig. Msi

A MName I Sizel Type I Date Modified I
J 23,193,354 Alternate Data ... 3/25/2013 10:2...
D &).FileSlack 439 File Slack
D SMax 1 Alternate Data .. 3/25/2013 10:2...

Additional files to extract from the VSS snapshot for additional data extraction

e (C:\pagefile.sys
e C:\hiberfil.sys

e C:\Windows\system32\config\SAM
e C:\Windows\system32\config\SYSTEM
e C:\Windows\inf\setupapi.app.log

Internal Use Only

78



Generating a file listing report for each VSS snapshot is also recommended.

E] AccessData FTK Imager 3.4.3.3

File View Mode Help

L = = = m | 3
Evidence Tree £
E-16 R A
TF Remove Evidence Item )

- Verify Drive/Image...

=
Export Disk Image...

ﬁ
—
=
8 Image Mounting...

Export Directory Listing... 44179
----- ) 5-1-5-21-2579636521-3088513644-179

=} {.‘j 5-1-5-21-2579636521-3088513644-179
. .lz SRRSNEElexe
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Parse the SMFT, SLogFile, and $J files for each of the VSS snapshots

AN ANIP 3.11.07
File Help

Case Mame: |Test

Case Path: |C:\Users\ndelacruz\DesktoplCase 12345\CF\VSS | Browse |
MFT: Ci\sersimdelacruz'\DesktopCase 12345\CFWSS' | Browse |
LogFile: C:\Wsergmdelacruz\DesktoplCase 12345\CF\WSS | Browse |
USN: C:\Wsergmdelacruz\Desktop'Case 12345\CFWSS | Browse |

Process Events After Parsing

Parse | Options || Event Selection| I

Case Name: Test

Time Zone: UIC

Cluster Size: 40%5&

MFT Entry Size: 1024

Database: C:Z\Users‘\mdelacru=z‘\Desktop'Case 12345\CFWW55'\Test.db
MFT: C:3\Users'\mdelacruz\Desktop'Case 12345\CF\WVS55'\:sMFT
(LogFile: C:\Users\mdelacruz‘\DesktopiCase 12345\CFWW55':LogFile
USH: C:\Users‘mdelacruz'Desktop'Case 12345\CEF\VS55\3J

Carved TSN Directory:

Fri Nov 9 15:34:4& 2012 - [S5tarting] Processing Files

Fri Nov 9 15:34:47 2018 - [Starting] Parsing MFT
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Exp

ort the Creation, Deletions, and Renames/Moves reports

O e 30107
Fie Help
Process Reperts
& reparts
: 'f'f'% Datadase: [C:\usersymddecrusDeskion Case 12345 SS{Test. b | srowse || Comect
wan record sting
= un events - .
& ransacton events Bxport =
Creatons USNEvt USH Evt USH Red USH Extra
= Mt Rule File File Name. Fulliname.
Renames, Moves 1 f Lol State -RF 5253105 TP e
& other reparts 2 2 Local State-AFae53105. T 3
b s 3 ‘Goval.coshm ‘ProgramDataTensbie Yiessus essus\global. do-shm
vents summary . 4 ‘gobal do-wal ProgranDta Tenable iessus nessus ghibal.do wal
s s @,  stat_tmo\db_0.stat
6 6 L ) tat_mp\gobal stat
7 7  stat_tmo\d_16384 stat
s s P st tmoh_0.stat
s s  stat_tmp\globel.stat
) )
u n
12 2 ProgyamData Tenable essus pessus\gkba. do shm
3 1 Tensble essus essusgiobl.do-wal
1 1 ProgramData Tenable essus nessus kb do-shm
15 1 ProgranCistTensble Hesss pessus kbl do-wal
16 ® Program Fles\AdninDrod\Oflce 35 Reparter posalidata pg_stat_mo\_0.stat
1 2 Lstat Program Fles\AidmnOrod Office 365 Reporter psalistaipg_stat_tmp\giobel.sat
1 B &_t6304sat St _tmo'do_36364.stat
1 © @ Ostat 52t tmoldh 0.3t
2 » stat {Prooram Fles\AdnnDrod\Ofice 365 Repurter pgsata pg_stat_inp\giobe.stat
n 2 @ i34t Program Ples\Admnrod\Offce 35 Reparter pgsalidata pg_stat_tmo\db_16384 stat
2 2 ®_0stat _stat_moh_0.stat
2 n obal.stat Program Ples\AdnrDrocOfice 365 Reparter pgaddotalpg_stat_tmpigibl.stat
2 2 BACKLP.NDB ProgranDets\ChedPont Zonelsrm Dste BACLP 106
25 5 bu_todelete.nd> \Zoneslam Patalbu,_todelete.ndb
2 % NotaryStorage shn
2 2 NotaryStorage-wal
F s dobal o ProgamData Tensbie essus pessus\cibd. do-shm
B » obal cbaal ProgramDsta ensble essus nessus\giba. do-wal
30 » LRIBLAS. I o
an 3 SRUOSC8ZIog 6y
32 2 SRU0SCBIIog Windaws\Systen32\ery\SRUDSCB3 g
) » RUOSCaAog Windows\Systen32\6nu\SRLOSCEA og
£ B SRU0SCBS log Windows\Systen 32\ SRLOSCBS kog
35 B SRUDSCSS. idows S sten 32\ SRLOSCES kog
36 » sTaRTI®
3 7 nsTART
38 ® abal ProgramDeta Tenebie essus pessus\chobd.do-shm
» » gobal.cbwal ProgramatalTenable Nessus\nessus\gioba.do wal
0 ) & 0istat stet_mo)eh_ 0.stat
[ = “ obal.stat _at_mp)obslstat
2 2 _16384 stat {Program Fles \AdneDrod\Ofice 365 Reperter pgsaldeta\pg_stat_troldh_16384.stat
e o @ _0stat ‘ol ¥h_0.stat
“ - Jobal.stat  tat_mo\obel.stat
Y 1 - 169.1991.05.com.mkr0s0ft_Windoms-10-Pro.swidtag X
6 “ (OneComnect DiscoveryotficatonTedk 11,08 _13_13_05_4910.xt 13,05 ¢
<
AN open 1245\CRVSS\Test.db
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Rows 0 - 5000 (Total Rows: 36252)
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Concatenate the log files

type system_DELETED_EVENTS.txt vss_01_DELETED_EVENTS.txt vss_02_DELETED_EVENTS.txt
vss_03_DELETED_EVENTS.txt vss_04_DELETED_EVENTS.txt > master DELETED EVENTS.txt

USN Evt Type | USN Evt ID hd| USN Rcd Time fl USN Extra Fullname

Transaction Event Deletions 11/8/18 10:45 PM \Users\mdelacruz\AppData\Roaming\Microsoft\Office\Recent\Forensics.docx.LNK
Transaction Event Creations 11/8/18 10:45 PM \Users\mdelacruz\AppData\Roaming\Microsoft\Office\Recent\Forensics.docx.LNK
Transaction Event Deletions 11/8/18 10:45 PM \Users\mdelacruz\AppData\Roaming\Microsoft\Office\Recent\Forensics.docx.LNK
Transaction Event Creations 11/8/18 10:45 PM \Users\mdelacruz\AppData\Roaming\Microsoft\Office\Recent\Forensics.docx.LNK
Transaction Event Deletions 11/8/18 10:45 PM \Users\mdelacruz\AppData\Roaming\Microsoft\Windows\Recent\Forensics.docx.Ink
Transaction Event Creations 11/8/18 10:45 PM \Users\mdelacruz\AppData\Roaming\Microsoft\Windows\Recent\Forensics.docx.Ink
Transaction Event Deletions 11/8/18 10:45 PM \Users\mdelacruz\AppData\Roaming\Microsoft\Windows\Recent\Collections (2).Ink
Transaction Event Creations 11/8/18 10:45 PM \Users\mdelacruz\AppDataiRoaming\Microsoft\Windows\Recent\Collections (2).Ink
Transaction Event Deletions 11/8/18 10:45 PM \Users\mdelacruz\AppData\Roaming\Microsoft\Office\Recent\Forensics.docx.LNK
Transaction Event Creations 11/8/18 10:45 PM \Users\mdelacruz\AppData\Roaming\Microsoft\Office\Recent\Forensics.docx.LNK
Transaction Event Deletions 11/8/18 10:45 PM \Users\mdelacruz\AppData\Roaming\Microsoft\Office\Recent\Forensics.docx.LNK
Transaction Event Creations 11/8/18 10:45 PM \Users\mdelacruz\AppData\Roaming\Microsoft\Office\Recent\Forensics.docx.LNK
Transaction Event Creations 11/8/18 10:45 PM \Users\mdelacruz\AppData\Roaming\Microsoft\Word\Forensics307014923360982237\Forensics.docx.Ink
Transaction Event Deletions 11/8/18 11:02 PM \Users\mdelacruz\AppData\Roaming\Microsoft\Office\Recent\Forensics.docx.LNK
Transaction Event Creations 11/8/18 11:02 PM \Users\mdelacruz\AppData\Roaming\Microsoft\Office\Recent\Forensics.docx.LNK
Transaction Event Deletions 11/8/18 11:02 PM \Users\mdelacruz\AppData\Roaming\Microsoft\Office\Recent\Forensics.docx.LNK
Transaction Event Creations 11/8/18 11:02 PM \Users\mdelacruz\AppData\Roaming\Microsoft\Office\Recent\Forensics.docx.LNK
Transaction Event Deletions 11/8/18 11:02 PM \Users\mdelacruz\AppData\Roaming\Microsoft\Office\Recent\Forensics.docx.LNK
Transaction Event Creations 11/8/18 11:02 PM \Users\mdelacruz\AppData\Roaming\Microsoft\Office\Recent\Forensics.docx.LNK
Transaction Event Deletions 11/8/18 11:02 PM \Users\mdelacruz\AppData\Roaming\Microsoft\Office\Recent\Forensics.docx.LNK
Transaction Event Creations 11/8/18 11:02 PM \Users\mdelacruz\AppData\Roaming\Microsoft\Office\Recent\Forensics.docx.LNK
Transaction Event Deletions 11/8/18 11:02 PM \Users\mdelacruz\AppData\Roaming\Microsoft\Windows\Recent\Forensics.docx.Ink
Transaction Event Creations 11/8/18 11:02 PM \Users\mdelacruz\AppData\Roaming\Microsoft\Windows\Recent\Forensics.docx.Ink
Transaction Event Deletions 11/8/18 11:02 PM \Users\mdelacruz\AppData\Roaming\Microsoft\Windows\Recent\Collections (2).Ink
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VSS in AXIOM

EVIDENCE SOURCES
COMPUTER
SELECT EVIDEMCE SOURCE
b L1l
© h L
IMAGE FILES & FOLDERS VOLUME SHADOW COPY MEMORY

EVIDENCE SOURCES

COMPUTER
ADD VOLUME SHADOW COPY

SELECT ALL
~ [ = physicalDrived VBOX HARDDISK ATA Devics [105.06 GB)
(= Partition 1 (Micrasaft NTFS, 100 MB) Systam Raserved
~ O (= Partition 2 (Microsoft NTFS, 104.96 GB) [

» |2l || Shadow Copy Creation Time: 2018-10-28 16:00:11 UTC {yyyy-mm-dd), Machine: Forensic-PC, I (fe74234a-ce73-d4cc5a8Td-e7435be104cd)
v [ [ Shadew Copy Creation Time: 2008-10-29 16:00:27 UTC {yyyy-mm-dd). Machine: Farensic-PC, TD: [2F42666-cdad-4116-a225-275380550334)

v [ | Shadow Copy Creation Times: 2013-10-29 16:00:43 UTC {yyyy-mm-dd), Machine: Forensic-PC, ID: [d7d3b912-T3dc-4f0-ET6d-6abd128e293f}
«~ I || Shadow Copy Creation Time: 2018-10-28 160100 UTC {yyyy-mm-dd), Machine: Forensic-PC, 10 [Je3aa0bl-6961-4746-Bdc-c4c1a2 06062
¥ | | Shadow Copy Creation Time: 2018-10-29 160155 UTC {yyyy-mm-dd), Machine: Forensic-PC, I0: [c1619915-32ed-4119-888a-0a52cHcab)

REFRESH
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Virtual Machines

What are virtual machines?

% Oracle VM VirtualBox Manager — O >
File Machine Help

* % PP > - Wl -

Mew Settings Discard Show Machine Tools Global Tools

e

Elg Kali Welcome to VirtualBox!
= Running

The left part of this window lists all
wvirtual machines and wirtual machine
Qroups on your computer,

The right part of this window
represents a set of tools which are
currently opened (or can be opened)
for the currently chosen machine. Far
a list of currently available tools check
the corresponding menu at the right
side of the main tool bar located at the '
top of the window. This list will be

avtandad with row taale i fihras

What is the best way to acquire the contents of a live virtual hard disk?
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What are snapshots?

8 Oracle VM VirtualBox Manager — O *
File Machine Help

*® B P - (Evwis s )| F® - GO0 -

Mew Settings Discard Start . Machine Tools Global Tools

g 53 & & @

Take Delete | Restore | Properties | Clone

Marme Taken

hd @ Snapshot 1 11/7/2018 8:40 AM (3 minutes agao)
E Current State

Attributes Information

~
@ General
Mame: Kali
Operating System:  Other Linux (54-bit)
System
Base Memory: 512MB
Boot Order: Floppy, Optical, Hard Disk
Acceleration: VT-%fAMD-V, Nested Paging, PAE/MX, KVM Paravirtualization v
< >
Where are snapshots located and what information can | get from them?
ThisPC » O5(C) » Users » mdelacruz » VirtualBoxVMs » Kali » Snapshots v | Q) Search Snapshots
# % [ Mame Date modified Type Size
* a {e9314095-7110-4600-bbfb-efddfdb87el6}vdi  11/7/2018 B:40 AM Virtual Disk Image 2,048 KB
* D 2018-11-07T14-39-19-533807900Z.5av 11/7/2018 2:39 AM SAV File 181,725 KB
P
il
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Why do virtual machines need to be mounted to be properly analyzed?

Applications v Places v Wed 10:06

golismero
- Information Gathering
lynis
Vulnerability Analy

Web Application Analysis nikto
ase As!
nmap
vord Attacks

sparta

unix-prives

ocial Engineering
- System Services

al applications

O P L@@ O SRRt
vi @ 4 W
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Encrypted Files on Windows (EFS)

What are encrypted files?

Chsdoveny.x

How can forensic tools identify encrypted files?

Internal Use Only
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| eDiscovery -
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Hex view of unencrypted XLSX file

g eDiscovery.xlsx Properties >
General Securty Details Previous Versions
[
% |eD1'scmrer'_.rxlsx
Type of file:  Microsaft Excel Waorksheet ( xlsx)
Advanced Attributes >

Choose the settings you want for this folder.

File attributes

File is ready for archiving
Allow this file to have contents indexed in addition to file properties

Compress or Encrypt attributes

[] Compress contents to save disk space

[~]Encrypt contents to secure data; Deetails
0K | | Cancel
OK || Cancel | feply

AnlTl1ASsooon

Hex view of encrypted XLSX file

Internal Use Only

an

an

oo

[21a)

[21a)

o

an

Ao

[21a)

W] <Discovery.dsx 92.7 KB|11/07/2018 10:16:08[10/29/2018 16:06:00[11/07/2018 10:16:77] 1A | 22.400|

D.Get-MessageTraceBySubject.ps1 psl 3.5 KB 11/02/2018 14:42:2210/31/2018 15:11:03 10/31/2018 15:11:03 A 21,088

|_] MailboxRules.csv csv 455 B 11/02/2018 14:42:22 10/31/2018 14:59:05 10/31/2018 145205 A 6,291,578

| IMailForwarding.csv csv Z0KB 11/02/2018 14:42:22 10/31/2018 15:08:1910/31/2018 15:0825 A 21,096
Offset 0 1 2 3 4 5 6 7 8 8 10 11 12 13 14 15| ~ | [ANSI ASCII &

Q0011468800 50 4B 03 04 14 00 O6 00 ©O8 00 00 00O 21 00 BD 1C | EBE LI

0011468216 DS 7B EA Ol 00 00 35 OE 00 00 13 00 08 02 5B 43 @{& 5 [

0011463832 6F 6E 74 €5 6E 74 5F 54 79 70 65 73 5D 2E 78 6D ontent Types].xm

0011468848 | 6C 20 A2 04 02 28 RO 00 02 00 00 00 00 00 00 00 | 1 & (

0011462264 00 00 00 00 00 00 00 0O 00 OO 00 OO0 00 00 00 0O

L GG L B L Ta B s 1
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eDiscavery - Encry| Wl | 027 KB[11/07/2018 10:16:08[10/29/2018 16:06:00[11/07/2018 10:16:23) EIA | 22 600

[ eDiscoveryxisx xlsx 92.7 KB 11/07/2018 10:16:08 10/29/2018 16:06:00 11/07/2018 10:16:17  |A 22,400

D.Get-MessagETraceBySubject.pﬂ ps 3.5 KB 11/02/2018 14:42:22 10/31/2018 1511:03 10/31/2018 13:11:03 A 21,088

DMaiIbm{Rules.cw osv 455B 11/02/2018 14:42:22 10/31/2018 14:5%:05 10/31/2018 14:5%05 A 6,291,573

DMaiIFomarding.cw csv Z0KB 11/02/2018 14:42:22 10/31/2013 15:081910/31/2018 15:08:25 A 21,096
Cffset g 1 2 3 4 5 & 7 g 9 10 11 12 13 14 15 /4'_._5-'._‘-1.3: BSCII ~

0011571200 EF &7 02 C1 74 FT7T B2 33 F8 4E 50 DF aC DB EB 5D 3ig F'ht-%‘35NPB—|U~é

0011571216 F3 8B D5 E1 55 04 09 87 AFE 8E CO BO E2 %6 FD 22 | 6¢04U0 2@ZA°&-y"

0011571232 41 C& FE 4A F2 10 1A 73 7% DF OE 80 EE 9C 84 AC AFpJG syB €ies-

0011571248 ES €9 00 B2 C8 1D 1D 1A 5B 41 €1 74 38 1C 7E 77| éi =E [Batd ~w

0011571264 DE A% DD DR 28 7D 9D 9F 50 EE 51 50 76 OC AD DA BEYO-} ¥pegQEv -U

0011571280 BF €5 97 4C 73 13 3F 48 47 28 49 B2 D4 93 30 83 | ;e—Ls ?HG(I=0"0F

00115712%e 16 70 CB 44 32 Ao SF E8 6F 88 53 aC 0C 76 5B 34 pEDZ2] &0°5- w4

0011571312 Fe 57 5D DO AT 51 2B 13 48 05 44 37 1% 64 48 &F ﬁW]EI§‘: H D7 dHo

Encryption Information

How can we identify who is able to open an encrypted file?

“eDiscovery - Encrypted xlsx

Mame & —! Ext, = Size Created Modified Record changed  Attr,

D.. = eDiscovery - Encrypted.xlsx ElA

|| SEFS 1.1KB (SEFS)
Cff=et o 1 2 3 4 5 & 7 8 & 10 11 12 13 14 15 < | EANST ASCTT ~

0011567344 | 2D 00 1 00 €5 00 36 00 &6 00 2D 00 &1 00 38 OO0 aeeof-a$8i

0011567360 | 35 00 3% 00 €4 00 33 00 31 00 €66 00 30 OO0 31 00 5 5 d3 1 f01

0011567376 |64 00 64 00 OO0 OO 4D 00 6% 00 63 00 72 00 6F 00 | d d Micro

0011567392 |73 00 oF 00 €6 OO0 74 00 20 00 45 00 6E 00 68 00| 53 o £ ¢ Enh

0011567408 (€l 00 ©E 00 &3 00 €5 00 &4 00 20 00 43 00 72 00 anc e d Cr

0011567424 |79 00 70 00 74 OO0 6F OO0 &7 00 72 00 61 OO0 70 00 ¥y ptograp

0011567440 |68 00 5 00 €3 00 20 00 50 00 72 00 6F 00 76 00 h i c Prow

0011567456 |69 00 64 00 €5 00 72 00 20 00 76 00 31 00 ZE 00 |ide v 1

0011567472 | 30 00 00 00 6D OO 64 00 65 00 6C 00 61 OO 63 00 O mdelac

0011567488 |72 00 75 00 TA OO0 28 00 oD 00 64 00 65 00 6C 00 r u 2 {(mde 1

0011567504 61 00 €3 00 72 00 75 00 7TA OO0 40 00 74 00 65 00 acruz@rte

0011567520 |eC 00 ©5 00 70 00 72 00 &F 00 2E 00 ©C OO0 6F 00 1 e p r o 1o

0011567536 |63 00 &1 00 &C OO0 29 00 OO0 00 AR FD 45 F3 DA BB c a 1 ) 2yEal«

0011567552 D9 5A 1E B3 BF BT 24 8B &0 A0 26 B8C 15 82 EE 57 UZ *; -5¢° &F ,iW

How can we identify the recovery account?
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User Access to eDiscovery - Encrypted.xlsx x

Users who can access this file:

User Certificate thumb...
mdelacruzimdelacruz @telepro local) COh4 2551 71B...
- sackip o

Recovery certificates for this file as defined by recovery policy:
Recovery cerificate Cerificate thumb...
Administrator(Administrator@TELEP RO) DADS 0OBD 115...
OK | | Cancel

“eDiscovery - Encrypted.xlsx:
Mame & —1 Ext, & Size Created Madified Record cha

D.. = eDiscovery - Encrypted.xlsx
L SEFS 1.1KB

Cffset g 1 2 3 4 5 & 7 g 5 10 11 12 13 14 15 # pANSI ASCTII
0011567872 |33 OE 86 7E C1 90 F4 01 OO 00 14 00 OO0 OO0 14 00 | 3 +~A &

Q0011567888 |00 OO0 OO 00 QOO OG OO0 00 Q0 00 28 00 00 OO0 DA 08 [ 1]
0011567904 00 BD 11 9& 26 F5 20 15 47 €E SE &% DC 02 SE C7 @ #z8  GniEild ~C
Q011567920 AS A4 41 00 64 00 6D 00 6% 00 6E OO0 65 00 73 00 | ¥¥A d m i n i =
0011567936 | T4 00 72 00 61 00 74 00 oF 00 72 00 28 00 41 00 Tt ra t orx (A
0011567952 |64 00 6D 00 659 00 6E 00 ©5 00 73 00 74 00 72 00 dmimni s tr
00115679658 |61 00 74 00 6F 00 72 00 40 00 54 00 45 00 4C 00 |at o r @R TE L
0011567984 | 45 00 50 00 52 00 4F 00 25 00 00 00 AS BC EZ2 61 |E PR © ]-I Ehda

00115628000 FC 7E BB 2C BB C3 D4 57 E2 70 78 11 E4 Cé 70 95  ii~»,»h0Wapx EEp-
0011568016 |58 F2 A3 DS E6 1C 86 EC F3 46 4C 1C A6 &C 3D 58 Xofls ti4FL 11=X
0011568032 D9 1C BB €% D7 07 22 5B 46 74 2C DB 48 96 EA 9B U »ix "[Ft,UH-&»
0011568048 |08 A6 31 BS F5 13 4D 3B 72 4A 15 D4 30 42 81 &E '1ud M:rd GOB n
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Encrypted Volumes
What are encrypted volumes?

Hex view of an unencrypted partition entry

Removable medium 1
Partiticning style: unpartitioned
Marne & —! Ext, Size Created Modified Record change
= Volume NTFS 74 GB

Cffset g 1 2 3 4 5 &8 7 & © 10 11 12 13 14 15 < | BANSTI ASCII ~
Q0000000000 |EB 00 00 4E 54 46 53 EU 20 20 20 00 02 08 00 00 & HNIES
QQo000001e |00 OO0 OO0 00 OO F8 00 OO0 3F 00 FF 00 00 Q0 00 00 e ? ¥
QQo0000032 | 00 00 OO0 00 80 00 00 OO0 FF 3F EC 00 00 Q0O 00 00 = ¥ri
QQo0000048 | 00 00 OC 00 OO0 00 00 00 02 00 00 00 00 Q0 00 00
Q0000000064 | Fe 00 OO0 00 O1 00 00 00 1C AF 4F EE ES 4F EE E4 | & Toiacis
QQQ0000080 | 00 00 OO0 00 FA 33 CO BE DO BC 00 7C FB &8 CO O7 n3A7En |Hnd
[alatalalatatalal=T= 1TF TR £8 F& NN MR 88 T8 O *nn sEF 81 IR NO%T Nn 4aw F - F o T

Hex view of a VeraCrypt encrypted partition file

Removable medium 1
Partiticning style: 7
Marme & —! Ext, Size Created Madified Record changge
: Unpartiticned space 74 0GB

Cffset g 1 2 3 4 5 & 7 & 5 10 11 12 13 14 15 AWNSI ASCII A
0000000000 | 7TE 1E AB 16 03 85 TA 57 BE 02 Eo 83 Be T7C 08 ET = REZWH =f1| #
0000000016 |[E2 78 D8 BT DA 97 93 E1 14 21 57 3E 07 D5 E3 70 | &x@-U-"a 'W> Qap
0000000032 |31 D5 44 91 E6 04 08 33 AD 3F 1F 29 C1 48 34 33 18J'= 3-7 )AH43
0000000048 | 3D 45 5D 7F F6 58 24 ED 43 9% 8B B2 52 C2 S5E 84  =E] GX$iC™¢=RA~,
0000000064 |AB B7 56 FB 83 F6é 6F 28 BO 45 43 11 49 5B 8A 43 | « -Vifdo (°EC I[5C
0000000080 | TE 71 99 F3 04 €D 45 9C ET 8C 4C 47 FD 03 A& 96  ~g™d nmExgELGY |-
0000000096 BAFE 5C 51 FC 3E BO 9B 52 BA 8B C8 86 64 04 85 8B | @\Qu>°»R°<¢Etd _x
0000000112 |42 €D 90 72 AR 7B 83 TE FO 35 4E F1 80 A7 EC E4 | Bm r={f~85HAESia

Are there file signatures associated with encrypted volumes?

What methods can we use to identify possible encrypted volumes?
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Encrypted Volumes — File Size

Encrypted volume containers will always be divisible by 512.

Removable medium 1

Partiticning style: ¥

Mame & —! Eut, Size Created Modified Record ch
: Unpartitioned space 74 GE
Cffzetc g 1 2 3 4 5 &8 7 g % 10 11 12 13 14 15 ANSI ASCII

TH2T234336 0B 2R 5C C5 O6 CC 87 DC 21 2C &8 DE 3F 48 S6 FB VA I+0, "g?A-0
TD27234352 |25 87 36 €8 F4 95 55 FA BO B6 87 AS 75 C7 48 F8 | $36hd+Ya° t¥¥uCHs
TO2TZ34368 12 59 E5 61 EZ2 8D 38 33 17 08 80 85 37 DF 26 AB Téad 83 E€+Thex
T92T234384 07 F4 86 73 B1L CT %4 3B CA %6 ES5 4D 7F 36 FE FO ﬁTsiE"[E—&H &pa
T92T7234400 E4 EE 3C C2 63 41 34 7& ET 1D S0 A% 01 1C E3 D3 §i<ﬁchﬁzg & &0
7927234416 |51 S5 7F 2F BE S5A 4D 46 FE D8 &B E3 40 E3 4B 5B | Q+ / , ZMFREkKEEEK][
7927234432 ©7 OL FF 53 LB 3C F6 76 €5 0L 7C EZ BO BD OC E5 | — §5 <dv.. |&€% 2
7927234448 €1 85 33 Bl 2E 75 DE 9F 33 8D €2 11 DO 21 2C FC | a.3:x.ul¥3 b B!,1
7527234464 |F9 29 &7 5E A4 9F E9 A3 1E D9 45 05 12 2A 90 28  nu)g m¥és UE * |
7527234480 |55 2D 5C 21 CB 34 CB 45 45 31 &4 B3 3C 7B 95 2D | U-\1E4EEE1d><{=-
7927234496 DA 9C F5 13 38 CC 94 EB 4D 54 AB 4C 05 F2 66 02 | Uxd BISEMT«L &f

T92TZ34512 10 5B BB BS 59 3E 7B FF CE &4 27 C7T DO 33 FC ER [m‘Y}{?f"QBSﬁé
TH2T234528 1% E5S 64 &1 03 3D 76 CB B8R 08 8% Ce 42 EF 35 Bl &d; =vES wEBiSt
T92T7234544 SF FC 3F 3D 00 40 26 F1 &5 DC 8D 3R 93 10 OB CH ¥ig?= @an.0 :~ A

Sector 15,482,879 of 15,482 830 Offzet:

15,482,880 / 512 = 30,240
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3,908,420,239,360 / 512 = 7,633,633,280

Internal Use Only

B ¥ault Properties

General |Seu:urit_l,l| Detailsl Previous Versinnsl

I"v"ault
Type of file:  File
Description:  Waulk
Location: o4
Size: 255 TB [3.,908,420,239,360 bytes)
Size on dizk:  3.55 TE [3.908,420,239,360 butes)
Created: Friday, September 14, 2018, 1:22:43 Ph4
b odified: Friday, September 14, 2018, 10:56:50 Pk
Aocezsed: Friday, September 14, 2018, 1:23:43 P
Aftributes: [~ ifead-onlé [ Hidden

L, 4

Advanced... |

ak I Cancel

Apply
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Encrypted Volumes — File Signature Technique

How can a file signature search be used to identify a possible encrypted volume container?

File Header Search on Patriot Memory >
File type(s): > < | Signatures...
| || Soratre | e —
_ 4 Pictures

: \’_| Docurnents [ Intelligent naming, where possible
A 1 E-mail

= Qutput path:
ternet
v j et [C:\Users\mdelacnuz\Deskiop\Case 12345\CFY] . |
-
A ) Music/Video
i [} Programs [ Create subfolder for each file type
\f 1 05 Artifacts Start new subfolder after files

1 Application Data
[ | ] Special Interest

[ Search in block only

|Comp|ete bytedevel search -

QK Cancel @ Help

What would be an unusual number of recovered files for an 8GB file/disk?
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Removable medium 1
Scope: 8000008888 - 7927234559
Complete byte-level search

8485586214
8493827533
8887648503
1372793348
1644881951
1815542859
278376318068
AB62527080
A734818853
5118321118
7696227194

8485848357 :
8493627532 :
8987648502 :
1373855483:
1744081956 :
1815804202 :
2712151707 :
AB62789143:
4735872996
511862110%9:
7696231289:

11/07/20818, 13:58:16

484,440 file headers were found.

208801

808808

.mpx FAILED
B08002 .
B00003 .
200004 .
200085 .
200006 .
200007 .

cwk FAILED
rm FATLED
mpx FAILED
rm FAILED
mpx FAILED
qdf FAILED

.mpx FAILED
B0eea9.
gogela.
apee1l.

mpx FAILED
mid FAILED
pwl

1 files were retrieved.
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Encrypted Volumes — File Entropy

What is an entropy test? Measures the predictability of any specific character in the file.
A high entropy score indicates a random or chaotic series.

A low entropy score indicates a high degree of regularity.

Encrypted volumes will always get high entropy scores.

version and signature viewer
8 Mark Russinovich

:\users\mdelacruzhdesktophcase 12345\cf\Encrypted.B81:
Verified: Unsigned
File date: 2:87 PM 11/7/20818
Publisher: n/
Company : n/:
Description: n/

Product: n/:
Prod version: Nt
File version: nJsi
MachineType: n/
Binary Version: n/:
Original Name:
Internal Mame:
Copyright:
Comments:

Entropy:
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Entropy test on an unencrypted disk image.
ile version and

File
04 -2618 Mark Russinovich

I
= Ll . E,Jlﬂ:ErHer Com

s\mdelacruzi\desktop\case ! CTyrmegl\RME81.E81:
Verified: '

File d: .

Publisher:

Comp:

Des

Produi

Prod

Original Name:
Internal Name:
Copy

Commer

Entropy test on an executable.
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Jerified:
Link date:
Publisher:
Company :
Description:
Product:
Prod ver

Comments:

Entropy:

Verified:
File date:
Publisher:
Company :
Description:

ict:
Prod

version:

MachineType:
Binary Version:
nal Mame:
ernal Name:

Copyril
Comments:

Entro
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Automating an Entropy Test Scan

Fun ingest modules on:

All Files, Directories, and Unallocated Space

w
[]  RecentActivity
[]  HashLookup
] File Type Identification
[] Embedded File Extractor
] Exif Parser
[]  Keyword Search
[]  Email Parser
|:| Extension Mismatch Detector
ED1 Verifier

-I

Interesting Files Identifier

|:| PhotoRec Carver
[] Correlation Engine
[] Virtual Machine Extractor
] Android Analyzer

Reviewing the Entropy Scan results

Detection Settings

Minimum Entropy: | 7.5

Minimum File Size: |5 ME

Consider only file sizes that are multiples of 512,
Consider slack space files.

Table  Thumbnail

Source File C  Comment

Data Source

Hex | Strings | Application | Indexed Te esz20e  File Metadata  Results | Annotations er CccUrrences
Result: 1 of 1 Result

Type Value

Comment Suspected encryption due to high entropy (8.000000).

Source File Path [LogicalFileSet2Encrypted. 001

Artifact ID -92233720365854775751

Internal Use Only
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Decrypting a Veracrypt container

Why is a memory capture important to obtain on a live system?

Memory Progress

Destination: I C:\Users\mdelacruz\Desktop\Case 12345\CF\MemoryCaptu

Status: ICreatir'lg AD1: 10GB/21GE [49%]

Using a memory dump to decrypt a Veracrypt container.

Recover F"e PGSSWO rd Files Passwords Found Resources Performance Attacks Log

“ Encrypted.001
Folder C: )y Users ) mdelacruz ) Desktop ) Case 12345 ) CF

File Type VeraCrypt Volume — Open Password, Hardware acceleration possible, Instant Memory attack possible

Complexity eeee: Brute-force - Slow

PASSWORDS FOUND ESTIMATED TIME CURRENT ATTACK 1 OF 3 =
0 2 minutes, 12 seconds VeraCrypt Memory Analysis attack
PASSWORDS CHECKED
TIME ELAPSED
33 seconds
[ | Skip Attack F 11 Pause H stor
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Using a brute-force attack to decrypt a Veracrypt container.

RECOVEI’ Flle PEISSWD rd Files Passwords Found Resources Performance
~  Encrypted.001
Folder C: ) Users y mdelacruz } Desktop ) Case 12345 ) CF
File Type VeraCrypt Volume — Open Password, Hardware acceleration possible, Instant Memory attack possible

Complexity ssee: Brute-force - Slow
MD5: 1B1CO797DEB3IBT73F276AD2160BESE3IZF

VeraCrypt outer partition

Passwords File-Open Gy s
VeraCrypt 0
PIM:
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Password recovery from a memory dump.

Recover File Password

memdump.mem

Folder C: ) Users Y mdelacruz ) Desktop )y Case 12345 3 CF Y MemoryCapture
File Type Websites from a memory image

Complexity . Instant Unprotection

Memory image file:  C:) Users Y mdelacruz y Desktop } Case 12345 ) CF ) MemoryCapture  memdump.mem

MD5: 4FFESE445EEEEQ263178B3E21BF4353A9

Websites Passwords

Site: an

Accounts' passwords PD

Site: http//asi.

Accounts' passwords Gatrrrrrsrae

Site: secure.comodo.com

Accounts’ passwords  michael@m2rgv.com Fujrssssssess

Site: www.anyh

Accounts' passwords [

Site: www.anyd

Accounts’ passwords L

Site: www.anyde

Accounts' passwords hegg®ss=rrsss=

Site: Unknown Websites

Accounts’ passwords michael bB rerrrrrrrs
Has
Hegess=ssssssas
K
Kog*====s=rsss
P

Pa

Paﬁmuxnwnmmv
SEISSSSJHdJJJJS
Wa

o

pwd
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Memory Forensics
What is memory forensics? The analysis of volatile data in a computer’s memory dump.

What information can be extracted from a memory image? Running programs, OS info, passwords.
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What is the pagefile.sys file? A reserved portion of a hard disk used as an extension of memory.

Analyzing the pagefile with AXIOM
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Memory Capture with FTK

E] AccessData FTE Imager 3.4.5.3
File View Mode Help

aeSaesg dH =1

Memory Capture >

Destination path:
IC:‘l,leershndeIacruz‘lDesktcp‘l,Case 12345\CFY |i  Browse

Destination filename:

I memdump. mem

v Indude pagefile
I pagefie.sys

[~ Create AD1 file

I memcapture.ad1

Capture Memary Cancel
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What is the hiberfil.sys file? A compressed copy of memory that Windows creates when the computer

goes into hibernation mode.
Copying out the hiberfil.sys file with FTK

E] AccessData FTK Imager 3.4.3.3

File  View Mode Help

L T - i R = e

B4 Oal =z e

Evidence Tree

E-Ey V551
=18 NONAME [NTFS]

&3 [ophan]

£ [root]
----- bz sBadClus
-3 $Extend
B3 $Recycle Bin
-{[3) 5-1-5-21-2579636521-3088513644-179
-3 5-1-5-21-2579636521-3088513644-179
E—J-E:. 5-1-5-21-2579636521-3088513644-179
------ I# SRRSMBElexe
&3 5-1-5-21-2579636521-3088513644-179
&3 5-1-5-21-2624132685-7955230842-255
-I[3) 5-1-5-21-2624132685-2955230842-299
&3 5-1-5-21-2624132685-2955230842-259
-3 5-1-5-21-2624132685-2955230842-299
-{[3) 5-1-5-21-3747677112-238229084-2428
-3 5-1-5-21-3747677112-238229084-2428
..... 'hg $Secure
H-) APPS

Internal Use Only
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MName Slzel Type I C
j §130 12 NTFS Index All.. 1
j SLogFile 63,336 Regular File 3
j SMFT 484,336  Regular File 3
] SMFTMirr 4 Regular File 3
j SSecure 1 Regular File 3
| STXF_DATA 1 MTFSLogged.. 1
] SUpCase 128 Regular File 3
j SVeolume 0 Regular File 3
E 11-8-2016.xml 1 Regular File 1
] FlexLogs $130 INDX Entry

hiberfil.sy=

4] pagefile.sy_ll Export Files... ]
%] pagefile.sy

K] WIMTTT7.

Export File Hash List...
¥| WIMTTTS.

E WIMTEBA| 4 Add to Custom Content Image (AD1)
] WIM7ECA.tmp $130 INDX Entry
| WIM7ECB.tmp $130 INDX Entry

Y WIMTFIA tmn

1N INMYY Frtee
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How do you convert the hiberfil.sys file into a format that can be parsed by Volatility? Use Volatility to
convert the compressed file into a raw memory dump that can then be processed by Volatility.

volatility_2.6_win64_standalone.exe -f “C:\Users\mdelacruz\Desktop\Case 12345\CF\VSS\VSS1\hiberfil.sys” --
profile=Win7SP0x64 imagecopy -O “C:\Users\mdelacruz\Desktop\Case 12345\CF\VSS\VSS1\hiberfil.raw”

Hash the hiberfil RAW files with HashCalc to verify they are unique
Identify the memory profile from the RAW hiberfil file

volatility_2.6_win64_standalone.exe imageinfo -f "C:\Users\mdelacruz\Desktop\Case
12345\CF\VSS\VSS1\hiberfil.raw"
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List the registry hive

volatility_2.6_win64_standalone.exe -f "C:\Users\mdelacruz\Desktop\Case
12345\CF\VSS\VSS1\hiberfil.raw" hivelist --profile=Win75P0x64

DEFAULT

rClass.dat

B [no nam

Extract the hashes using the Virtual addresses for the SYSTEM (-y) and SAM (-s) files

volatility_2.6_win64_standalone.exe -f "C:\Users\mdelacruz\Desktop\Case
12345\CF\VSS\VSS1\hiberfil.raw" --profile=Win7SP0x64 hashdump -y Oxfffff8a000024010 -s
Oxfffff8a0023fa410 > “C:\Users\mdelacruz\Desktop\Case 12345\CF\VSS\VSS1\hashes.txt”

File Edit Format View Help

Administrator:580:aad3b435b51404eeaad3b435b51404ce : PRI Tl TP A L LR L LR L - : -
Guest:5081:aad3b435b51484ecaad3b435b51484ee: 31d6cTeBdl16ae931b73c59d7eBcBB9cB: : :

User:1805: aad3b435b51484ecaad3b435b514P4ee: 31d6cfeBd16a2931b73c59d7eB8cBE9cA: : :
QBDataServicelser25:1806:aad3b435b51484ecaad3b435b514084ee: 2198760a8d892c14dch6969d5Fcdb28d: : :
Telepro:1808:aad3b435b51484eeaad3b435b51404ee: 31d6cTedd16a2931b73c59d7e08cB89cD: @ :
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Identify the memory profile from the MemDump

volatility_2.6_win64_standalone.exe imageinfo -f memdump.bin

tandalone

List the registry hive

volatility_2.6_win64_standalone.exe -f memdump.mem hivelist —profile=Win20035SP0x86

- memdump.bin h

Extract the hashes

volatility_2.6_win64_standalone.exe -f memdump.bin --profile=Win20035P0x86 hashdump -y
0xe10192a8 -s Oxe1417938 > hashes.txt

\MemoryCapture>volatility 2.6 win64_standalone.exe -f memdump.bin --profile=Win2e@35 6 hashdump -y

ty Framework 2.6
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Crack the hashes

Open the output file

j hashes.tut - Motepad

File Edit Format View Help

Administrator:580:b7a3e6225a335c376daBdo3b0as58Td 1 phatelasi oot ge bitiE (2l PA = ot Pl s e i T=Y : -

Guest:581:3ad3b435b51484ecaad3b435b514084ee:31d6cTeddl16ae931b73c59d7eBc@B3cA: @ :

Run it through an NTLM hash crack tool

Date Hash Algorithm
2018-11-09 31D6CFEOD16AES31B73C59D7EOCOB9CO NTLM
2018-11-09 159CB99E6DFDE830D25E8592C505D4BE NTLM

NTLM hash crack completed in under 5 minutes.
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Priority Status Size

Normal FOUND ! 0

Normal FOUND ! 13
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Password Recovery

Why would | need to crack a local password?
What files are needed to crack local passwords?
What is a SAM file?

How do you obtain the files needed for a password recovery?

How long does it take to crack once an NTLM hash has been extracted? Up to 3 days, but usually under

24 hours.

Obtain Systern Files >

Source for obtaining files:

arning: Please be aware that FTK Imager is obtaining the
ystem files from the live system and not the acquired image.

Destination for obtained files: : Browse..,

................................

C:\Wsers\mdelacruz\Desktop\Case 12345\CF\FTKRegistryDumg

—Options
* Minimum files for login password recovery

" Password recovery and all registry files

oK Cancel
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Extract the NTLM hashes from the SAM database. (Run as Administrator)

NTLM Hash: 2d0d06d7241415325a75ce4ee89795a8

C:\Users\Sandk

CHEHEE
JHE N B
S O\ ##
N S W
"HE v #EC
"HEHEE

Crack the extracted NTLM hash

What is Hashcat? A CPU & GPU-based password recovery tool.

mimik
"A

[ o

What is Hashkiller? Free online searchable database of over 312 Billion unique decrypted NTLM hashes

since August 2007. https://hashkiller.co.uk/
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rmat

What are rainbow tables? Pre-computed tables for cracking password hashes.

NTLM, MD5 and SHA1 Perfect Rainbow Tables (USD 2400)

Includes:

- Perfect Rainbow Tables

Table ID Charset Plaintext Length Success Rate Table Size
3 Im_ascil-32-65-123-4#1-7 All 95 characters on standard keyboard 1to 14 999 % 27 GB
£ ntim_ascii-32-95#1-7 All 95 characters on standard keyboard 107 999 % 52 GB
3 ntim_ascii-32-95#1-8 All 95 characters on standard keyboard 1to 8 96.8 % 460 GB
& ntlm_mixalpha-numeric#1-8 a-z, A-Z, 0-9 108 999 % 127 GB
£ ntim_mixalpha-numeric#1-9 a-z, A-Z, 0-9 1109 96.8 % 690 GB
3 ntim_loweralpha-numeric#1-9 a-z, 0-9 109 999 % 65 GB
& ntim_loweralpha-numeric#1-10 a-z, 0-9 1to 10 96.8 % 316 GB
# md5_ascii-32-95¥1-7 All 95 characters on standard keyboard 1to7 999 % 52 GB
& md5_ascii-32-95#1-8 All 95 characters on standard keyboard 108 96.8 % 460 GB
# md5_mixalpha-numeric#1-8 a-z, A-Z, 0-9 108 999 % 127 GB
F md5_mixalpha-numeric¥1-9 a-z, A-Z, 0-9 109 96.8 % 690 GB
& md5_loweralpha-numeric#1-9 a-z, 0-9 109 999 % 65 GB
# md5_loweralpha-numeric#1-10 a-z, 0-9 1to 10 96.8 % 316 GB
3 shal_ascii-32-95#1-7 All 95 characters on standard keyboard 1to7 999 % 52GB
& shal_ascii-32-95#1-8 All 95 characters on standard keyboard 1t08 96.8 % 460 GB
3 shal_mixalpha-numeric¥1-8 a-zZ, A-Z. 09 1to 8 999 % 127 GB
& sha1_mixalpha-numeric#1-9 a-z, A-Z, 0-9 109 96.8 % 690 GB
£ sha1_loweralpha-numeric#1-9 a-z, 0-9 1to 9 999 % 65 GB
3 shal_loweralpha-numeric#1-10 a-z, 0-9 1to 10 96.8 % 316 GB
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Online Hash Crack - https://www.onlinehashcrack.com/

Password/Hashes crack

YOUR HASHES (UP TO z20):

2d0d06d7241415325a75ce4ee89795a8

ALGORITHM:

NTLM g

Date Hash Algorithm Priority Status Size Password Action

2018-11-08  2D0D06D7241415325A75CE4EEBI795A8 NTLM Normal 7 yahoo1! x I:I,

Why is it beneficial to have the local administrator password?
What other hashes can be cracked online?

HASHES WIFI WPA MS OFFICE
MDOs5, NTLM,

MYSGL, SHA
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Password Extraction

Windows Credential Manager

Manage your credentials
View and delete your saved logon information for websites, connected applications and networks.
& [

H.l: [ Weh Credentials !.’ : [ Windows Credentials
2 2

Web Passwords

http://192.168.0.24%/ admin
http://192.168.0.251/ admin
http://192.168.1.1/ admin
http://192.168.1.21/ michael
http://192.168.1.21/ telepro
http://192.168.1.212/ admin
http://im.telepro.red/ michael
http://support.cfdatasystems.com, 75072
http://www.docdiscovery.net/ michael

Powershell script to extract passwords from currently logged on user’s password vault

Svault = New-Object Windows.Security.Credentials.PasswordVault
Svault.RetrieveAll() | % { S_.RetrievePassword();S_ }
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Password Extraction from a Forensic Image

Mount the forensic image with Mount Image Pro

|] Mount Image Pro vB.20 (1691) - Activated

File Qptions Help

a_ﬂnunt... g_ Unmount - @iwew ﬁﬂpﬁ:}ns @gp-date @ Help

Filename Capacity  Mounted As Partiion  Mount Point
El--. WS 002,001 23289 .. Disk [PMNF) WOAPHYSIC
> ke Systemn Heserved [F:) 100.0 MB 1 [Active]  F:
ke Local Digk [G:] 2279 .. 2 (3:

Download Credential File View - https://www.nirsoft.net/utils/credentials file view.html

Select the drive letter the image was mounted on, and click Automatic Fill
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|87 Credentials Decryption Options

| Decrypt Credentials files of any system - Requires to type the login password

Root Folder: (This field is needed only if you want to automatically fill the other fields)

[\ ~| } Automatic Fi

Windows Credentials Folders: (e.g: C:\Usersladmin\appDataiLocal\Microsoft\Credentials ,
:\Users\admin\AppData\Roaming \Microsoft\Credentials )

| GiWsers\User \AppDataRoaming Microso ft\Credentials

| G:\WsersUser\AppDataLocal\Microsoft\Credentials

Protect Folders: (e.g: k:\Users\Nir \AppDataRoamingMicrosoft\Protect and k: \Windows\System32\Microsoft\Protect )

| G:\Wsers\User\AppData\Roaming WMicrosoft\Protect

| G Windows\System32\Microsoft\Protect

Registry Hives Folder (Meeded only for external drive), for example: K:\Windows\System32'Config

| Gr\Windows\System32\Config

Windows Login Password:

| Cancel
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Usernames and decrypted passwords are displayed

B CredestialsFileView
Eile Edt Yiew Qptices MHelp
=RV R ran

Filename

O 18F3F541CBBCOCTEBEDCES0S,

D SOALECFOLE0TCADGFECASDC2R..
S9DOSICFESGCS T 14429EBANES..

O MBDBSE216ADLFEEBGEOCO2TAS...

& 1B0173050EFBEENE 1828828216,
D 26FA2:FBOSGIFALSABTET00COS...

Version Decrypted .. Modified Time
Vista/7/8/10 208 S5/12/2016 11:40:37
Vista/7/8/10 188 7/13/2016 $:27:25
Vista/7/8/10 150 762016 3:17:33 PM
Vista/7/8/10 170 8RUN610:55%
Vista/7/8/10 158 8/23/2016 54820
Vista/7/8/10 206 8/22/2016 10:55:.45

Entey Type

Domain Password
Domain Password
Doman Password
Doman Password
Domain Password
Domain Password

Persist

Local Machine
Local Machine
Local Machine
Lecal Machine
Enterpeise
Local Machine

Entry Name

Domawnctargets TERMSR...
Domaenctargets TERMSR...
Domantarget=TERMSR...
Domamnctarget=TERMSR...
Domaintarget=CANON..
Domantargets TERMSR...

User Name
gbserver\administrator
administrator
sdmunistratos

admun
MONITOR-PC\pletter
TELEPRO\admunistrator

Passwoed

Password Vault’s can also be extracted from each of the VSS snapshots and decrypted with Credential
File View. Do not use the autofill option. Path locations will need to be manually entered to point to the

VSS export folders.

B Credentials Decryption Optiens

Decrypt Credentials files of any system - Requires to type the login password

Root Folder: (This field is needed only if you want to automatically fill the other fields)

|G:\

- ‘

‘Windows Credentials Folders: (e.g: C:\Users\admin'AppData L ocal\Microsoft\Credentials ,
c:\Users\admin\AppData'Roaming Wicrosoft\Credentials )

Automatic Fill

| C:\JsersimdelacruziDesktopCase 12345\CF\VS51WSS1\Credentials

| Ci\Users\mdelacruz\DesktopCase 12345\CF\WSS\WSS 1\Credentials\Local\Credentials

Protect Folders: {e.q: k:\Users\Mir\AppData\Roaming Microsoft\Protect and k: Windows\System32\Microsoft'\Protect )

| C:\JsersimdelacruziDesktopCase 12345CF\VS51WS51\Credentials ProtectiRoaming

| Ci\Users\mdelacruz\Desktop\Case 12345\CF\WSS\WSS 1\Credentials\Protect\System32

Registry Hives Folder (Needed only for external drive), for example: K:\Windows\System32\Config

| Ci\Users\ndelacruz\Desktop\Case 12345YCF\VSS\SS1iconfig

Windows Login Password:

| Cancel

i CredenbalsFileview

Eile [Edit Yiew Options
BErdoaFaa
Persist

Heip

Iy Type

Local Mache
Local hachine
Local kachine
Laseal Wachee

naan Passward
Pnain Passweord
Frias Fadiwesid

maen Password Enterprise
Pnaen Password  Local Madhine
habtic Entarpdite
[man Password Local achine
Pas Password  Enberpdise
raen Padgwand Lecal Mackhewe
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Etry Marmee

Domaintarget= CANOH

Dormainstangets TERMSEL.
LegacyGenersctangei=1_.
Domainctargpets TERMSIR..,
Dormaintanget= 152168
Domaintanget=TERMSE.,

Dioreainctanget=TERMER.
Domain:tanget=TERMIR..,
Domaintangets TERMER...
Darmmnctaigst=TERMSE..

administrator
administratos

AdiFun

MOHITOR-PO\ plotter
TELEFROM sdresrestratos
Eeepaid

alberto
TELEFROMsIberta
adrninifrgbod

CeedentulslLecah Cradentals IMB0BS

\Wredentisls\LocahCredentials) 1851 T30,

S — - -

Chilkser el nus Desktop Cage 123850 CPNSSWEST Cradantaate) L e ol C relentaals JEFAIEF...
Chillsers\madelacrud Deskiop' Cose 12340 OPWERVES 1 Credentials Credentials! P9ASE CFESENT..,
ChlUsers\madelacrur Deskiop) Case 123400 0P WESVEST Credentials\Lescalh Credentaals 30055,
Chilergmdelscnus Detktop Cage 12340 OPNSERWES T Cradentuls) Cradentinly\ BIEDHSEAIS1 3. .
Chlkersimadelscnus Desldoph Case 123485 CPNWERWES T redentisls! Lo sl C redentasls BRGSED.
Ch\Users\madelacrur Deshtopt Case 12380 CPWSSWVEST Credentusls\ Credentisls\ DTEEEEABERF1B.
Chlsery madelanu Deskiop' Cape 12345 CPWSWVES 1V CredentuhiLog al Credentuly FEIEAL.,
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Recovering Stored Web Passwords

WebBrowserPassView - http://www.nirsoft.net/utils/web browser password.html

" WebBrowserPassYiew - 10| x|
File Edit Wiew Options Help

= RN |

| LURL ¢ | Wb Browser | Iser Mame | Password &
D hkkps: f flagin.live, com/login, srf Cpeta lgin passd
D hkkps: i flogin, wahoo, com Cpetra nirsoft4567 64 Hygaas12F
D hkkps: | e, Facebook, com Cpera hovejdjsi@nisoft.net  6326A04dd
- aht lloain. php Chrarme rvfacebookaccou,., 12346bcdFg
@https:}';’www.guagle.cnm Firefox 3.5/4 kesttesttest 123456
féhttps:,l',l'www.gcu:ugle.l:n:um,l'al:cl:uunts,l'servil:ell:ugin Internet Explorer 7.0- 3.0 Fdweferf 4234234234
"Ehttps:,l',l'www.gu:u:ugle.u:-:um,l'accnunts,l'servicelngin Internet Explorer 7.0 - 8.0  Frwferfer 55645643
féhttps:,l',l'www.gu:u:ugle.u:-:um,l'accnunts,l'servicelngin Internet Explorer 7.0- 8.0  gmailuser74a314 3996545906
D hkkps: | e, google, comf accountsfServicelo, ., Opera nuhaguybba 123456789
@https:,l',l'www.linkedin.cnm Firefox 3.5/4 helo@testonly,.com  bhwa7ll =
J T
|15 Passwords, 1 Selecked | HirSoft Freeware. http:/www.nir soft.net &
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http://www.nirsoft.net/utils/web_browser_password.html

Identifying Attached USB Devices
Extracting the SYSTEM file and setupapi.app.log files from a live system

Obtain Protected Files with FTK

E] AccessData FTK Imager 3.4.3.3

File View Mode Help

Aoy Y B e I RN B RERIENE - T

Select Password recovery and all registry files

Obtain System Files >

Source for obtaining files:

arning: Please be aware that FTK Imager is obtaining the
ystem files from the live system and not the acquired image.

Destination for abtained files: Browse. .. |

Options
™ Minimum files for login password recovery

% Password recovery and all registry files!

(0] 4 Cancel
Extract the C:\Windows\inf\setupapi.app.log file
=i gNAME[”TFﬂ Fs] SERWPL.INF 3 Regular File 8/3/2005 9:11:2...
\E.'l {orz{h]an] % setupapi.app.log Regular File 10/2/2018 1:23:...
.[_.I: $BadCl setupapidev.log 15,645 Regular File 10/2/2018 1:50:...
A adllus cottimani ol % BenularGila 10273018 1232
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Extracting the SYSTEM file and setupapi.app.log files from a VSS snapshot

Assuming the VSS snapshots are still mounted with vshadowmount

- = DriveTools  VSHADOW (X)
Home Share View Manage
« “ A > ThisPC > VSHADOW (%)
& ek A [ Mame - Date modified Type Size
w UICK acCess
vssi File 244,092,928 KB
O
B Desitop ‘ [ vss2 File 244,092,928 KB
Downloads # [ vss3 File 244:092,923 KB
Documents * [ vssa File 244,092,928 KB
[&] Pictures * [ vsss File 244,092,928 KB
Google Drive * [ vssé File 244,092,028 KB
Collections [ vss7 File 244,092,928 KB
0365
Spreadsheets
— VSHADOW (X:)
For each VSS snapshot, extract the SYSTEM file
E] AccessData FTK Imager 3.4.3.3
File View Mode Help
B gELEs = @4 08 B
EI@ V551 A Name S|ze| Type | Date Modified |
B8 NONAME INTFS) =] SAM.LOG 1 RegularFile 11/21/2010 7:2...
-2 ophan] I
-1 lorphan | ] saM.LOG1 49 Regular Fil 10/9/2018 1:41:
i , gular File A
B JE-:-'--[[;:msltaa Clue _| SAM.LOG.FileSlack 3 FileSlack
B3 $Edend j SAM.LOG2 0 Regular File 71472009 2:34:..,
&0 $Recycle.Bin || SECURITY 256 Regular File 10/9/2018 1:17:..,
,,,,, e $Secure @ SECURITY.LOG 1 Regular File 11/21/720010 7:2...
&0 APPS [ SECURITV.LOG1 35 Regular File 10/9/2018 1:17:..
{3 Corfig Msi | SECURITY.LOG1 5130 INDX Entry
--{C3) Documents and Settings j SECURITY.LOG1.Filesl... 3 File Slack
{3 PlexLogs j SECURITY.LOGZ 0 Regular File 71472009 2:34....
7-17) FTK Imager j SOFTWARE 119,332 Regular File 1041372018 1:2...
1-17) MSOCache @ SOFTWARE.LOG 1 Regular File 1121720010 7:2...
-{.3) Program Files j SOFTWARE.LOG1 236 Regular File 1041372018 1:2...
{3 Program Files (<36) || SOFTWARE.LOG.FileS... 512 File Slack
j SOFTWARE.LOG2 0 Regular File T/14/2000 2:34:...

7-1.7) Projects

7-17) Recovery

7-107) System Volume Information
H-1C7) tmp_transfer

=8 {3 Users

@ Administrator

[
[
[
[
#-IC5) ProgramData
[
[
[
[
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: Regular File 10/13/2018 1:2...

SYSTEM.LOG 1 Regular File 1172172010 7:2...

j SYSTEM.LOGT 256 Regular File 10/13/2018 1:2...

j SYSTEM.LOGT.FileSlack 9,584  File Slack

j SYSTEM.LOGZ 0 Regular File /1472000 2:34:..,
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For each VSS snapshot, extract the C:\Windows\inf\setupapi.app.log file

E] AccessData FTK Imager 3.4.3.3

File View Mode Help

BHEsogEN B s

= GalOE Bk

Evidence Tree

By VSS51
E-h8 NONAME [NTFS]
&) [orphan]
B [roct]
----- [# $BadClus
-5 SExtend
- SRecycle Bin

-3 APPS

I Corfig.Msi

-7 Documents and Settings
E:' FlexLogs

7-10) FTK Imager

713 MSOCache

7-1.7) Program Files

1-17) Program Files (x86)
7-.7) ProgramData

H-17) Projects

717 Recovery

7-107) System Volume Information
7-1C7) tmp_transfer

1107 Users

=-C3) Windows

£
£
£
£
£
£
£
£
£
[
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A MName S|ze| Type I Date Modified I
. SERWPL.INF 3 Regular File 8/3/2005 9:11:2...
@ setupapi.app.log Regular File 10/2/2018 1:23....
setupapi.dev.log 15,643 Regular File 10/2/2018 1:50:...
j setupapi.evl 28 Regular File 10/2/2018 1:23:...
j setupapi.evd 33 Regular File 10/2/2018 1:23:...
j setupapi.ev3 234 Regular File 10/2/2018 1:23:...
D setupapi.offline.log 247 Regular File 11/21/2010 7:1...
5| sffdisk.inf 10 Regular File 11/21/2010 3:2...
3 sfidisk.PNF 13 Regular File 7/14/2009 4:50:...
a sisraid2.inf 5 Regular File 711472009 3:31:...
3 sisraid2.PMF 10 Regular File 7/14/2009 4:50:...
a sisraidd.inf 4 Regular File 711472009 3:31:...
3 sisraidd.PMF 9 Regular File 7/14/2009 4:50:...
a smartcrd.inf 33 Regular File 711472009 3:31:...
3 smartcrd PNF 34 Regular File 7/14/2009 4:50:...
3 stexstor.inf 12 Regular File 711472009 3:31:...
3 stexstor,PNF 16 Regular File 7/14/2009 4:50:...
3 sti.inf 35 Regular File 2/26/2014 T:50:...
3 sti.PNF 34 Regular File 2/26/2014 8:22:....
;B;tape.inf 76 Regular File 71472009 3:31....
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Creating the USB Devices Report

Open USBDeview (Run as Administrator)

= USBDeview
File Edit View Options Help

K| e o o | EEaA

Options-Advanced Options

¥ USBDeview
File Edit View Options Help
‘ * @l @ @ « Display Disconnected Devices Ctrl+F8

Device Name +  Display Devices Without Port/Serial Number

'Y 0000.0014.0000 Display Devices Without Drivers
@ 0000.0074.0000. Display USE Hubs Ctrl+F7
@ 0000.0014.0000. Display Only Devices With Drive Letter

@ 0000.0014.0000. |« Retrieve USB Power/Version Information
@ 0000.0014.0000.1
@ 0000.D014.0000.1
@ 0000.0014.0000.

@ 0000.0014.0000.
@ 0000.0014.0000. Turn Off Device On Disable/Remove

Show Message On Device Disconnection
Show Time In GMT
" Mark Connected Devices

@ p000.0014.0000. % Decode Serial Numbers
| @ 0000.0014.0000.
@ Dell MS116 USB
@ Dell USB Entry k
@ MD3U Open Window When Device Is Connected
@ Patriot Memory
@ Port_20001.Huk
@ Port_20001.Huk
<

Put lcon On Tray Ctrl+F6
Start USBDeview As Hidden

AutoPlay When Device Is Connected

Display Tray Balloon When Device |s Connected
Display Tray Balloon When Device |s Disconnected
Sort On Every Update

39 item(s), 1 Selecte
Advanced Options Ctrl+F9

Select Another Font
Use Default Font
Add Header Line To C5V/Tab-Delimited File

Change Load From to External SYSTEM Registry File and enter the path of the exported SYSTEM file

B Advanced Options

Load From: External SYSTEM Registry File e

Computer Mame:

SYSTEM Registry File: | C:\Users\mdelacruz\Desktop\Case 12345\CF\config\SYSTEM|
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Sort by Device Type and look for Mass Storage entries

Detailed view for each entry

Internal Use Only

File Edit View Options Help

| X @ o o o By g &) 4
Device Name Description Device Type  + Connected Safe To Unpl Disabled USB Hub Drive Letter Serial Number Created Date Last Plug/Unplug Date
@ Port_£0003.Hub_#0004  Corsair Voyager Mini 3.0 USB Device Mass Storage No Ves No No OT0B49E1A01BS757  10/13/2018 817:11 2/3/2016 2:13:50 PM
@ Port_20003.Hub_#0004 FCR-HS3 -3 USB Device Mass Storage No Ves Ne No kK 8735331204954 10/13/2018 81711 6/21/2016 8:30:27 AM
@ Port_#0003.Hub_#0004 Flash Disk USB Device Mass Storage No Ves Ne No 34846E21 10/13/2018 81711 3/13/2014 9:29:43 AM
@ Port_#0004.Hub_#0004  General USB Flash Disk USB Device Mass Storage No Yes Ne No H: 04B10ADAX6170R  10/13/2018 817:11 10/9/2018 11:51:35 AM
@ Port_#0004.Hub_#0004 General USB Flash Disk USE Device Mass Storage No Ves No No D4FQOHSWUIVDVL 10/13/2018 8:17:11 1/15/2018 8:05:23 AM
@ Port_#0003.Hub_¥0004 Generic Flash Disk USB Device Mass Storage No Yes No No 38E0E958 10/13/2018 8:17:11 5/23/2016 8:10:57 AM
@ Port_#0003.Hub_#0004  Generic Flash Disk USB Device Mass Storage Ne Yes No No AFA3R2AC 10/13/2018 817:11 4/7/2016 10:00:06 AM
@ Port_#0004.Hub_#0004  Generic Flash Disk USB Device Mass Storage No Yes No No S54EA33270588 10/13/2018 81711 5/25/2018 1:06:12 PM
@ Port_20003.Hub_#0004 HL-DT-ST DVDRAM GP50NB40 USB Device Mass Storage Neo Ves Ne No KXSESR50423___ 1071372018 &17:11 2/24/2016 9:59:45 AM
© Port_20003.Hub_#0004  hp v165w USB Device Mass Storage No Ves Ne No AA50140042P08IC 10/13/2018 81711 10/21/2016 8:18:29 AM
@ Port_#0003.Hub_#0004 Kingston DataTraveler 2.0 USB Device Mass Storage No Ves Ne No C8e000BDBATICE..,  10/13/2018 & 1 10/21/2016 8:17:48 AM
@ Port_#0003.Hub_#0004 Kingston DataTraveler 2.0 USB Device Mass Storage No Yes Ne No 1CEFE34E4041B011...  10/13/2018 & 1
@ Port_20003.Hub_#0004 Kingsten DataTraveler 3.0 USB Device Mass Storage No Yes No No B0ALACA25294B91 10/13/2018 8:17:11
@ Port_20004.Hub_#0004 Kingsten DataTraveler SE9 USB Device Mass Storage No Yes No No O00OFEAFB7959ED1...  10/13/2018 8:17:11 1/22/2016 4:31:24 PM
@ Port_#0004.Hub_#0004  Kingston DataTraveler SE9 USB Device Mass Storage No Yes No No D019E06B4A4EDT...  10/13/2018 81711 1/22/2016 43451 PM
@ Port_#0004.Hub_#0004  Kingston DataTraveler SE9 USB Device Mass Storage No Yes No No 0019E06BTOFSED11... 10/13/2018 8:17:11 1/22/2016 4:33:01 PM
© Port_#0003.Hub_#0004  Kingston DataTraveler SE9 USB Device Mass Storage Neo Ves Ne No 002481CB930EEDT...  10/13/2018 &17:11 2/27/201411:45:34 AM
© Port_20004.Hub_#0004  Kingston SNA-DC/U USB Device Mass Storage No Ves Ne No (000D0DODAES 10/13/2018 & 1 1171072016 8:30:40 AM
@ Port_#0004.Hub_#0004  Lexar USB Flash Drive USB Device Mass Storage No Ves Ne No AA4GABCIMXBB..  10/13/2018 81711 4/15/201512:39:22 PM
@ Port_#0004.Hub_#0004 Patriot Memory USB Device Mass Storage No Ves No No 07016585B22A0C31 10/13/2018 8:17:11 9/21/2018 1:09:40 PM
@ Port_#0004.Hub_¥0004 Patriot Memory USB Device Mass Storage No Yes No No 07016585B62A0C55  10/13/2018 8:17:11 171772017 2:10:22 PM
@ Port_0003.Hub_¥0004 PNY Mass Storage USE Device Mass Storage No Yes No No 160521108100708 10/13/2018 8:17:11 11/21/2016 %:13:24 AM
@ Port_#0004.Hub_#0004 PNY USB 2.0 FD USB Device Mass Storage No Yes No No AAMB1A1400000875 1071372018 8:17:11 10/6/2014 7:43:30 AM
@ Port_#0004.Hub_#0004 PNY USB 2.0 FD USB Device Mass Storage No Ves No No AEA3THO9YE0B001 1071372018 817:11 1/22/2016 4:30:117 PM
@ Port_£0004.Hub_#0004 PNY USB 2.0 FD USB Device Mass Storage Neo Ves Ne No AF208H13YE08000 1071372018 81711 1/22/2016 4:21:33 PM
@ Port_#0003.Hub_#0004  SanDisk Cruzer Glide USB Device Mass Storage No Ves Ne No 4C53000103063010...  10/13/2018 &17:11 4/7/2016 9:58:39 AM
@ Port_#0004.Hub_#0004  SanDisk Cruzer Glide USB Device Mass Storage No Ves Ne No 4C53049993102310...  10/13/2018 81711 2/3/2016 21812 PM
@ Port_#0003.Hub_#0004 SanDisk Cruzer USE Device Mass Storage No Ves No No 1738721DAA41D4D3  10/13/2018 &:17:11 6/10/2016 8:07:06 AM
@ Port_#0003.Hub_¥0004 SanDisk Cruzer USB Device Mass Storage No Yes No No 20053248430F3CA.. 10/13/2018 8:17:11 3/24/2016 5:10:11 PM
@ Port_#0003.Hub_#0003  SanDisk SDSSDA120G USE Device Mass Storage Ne Yes No No 20141024 10/13/2018 817:11 4/3/2017 1:55:57 PM
@ Port_#0003.Hub_#0004 Seagate FreeAgent Go USB Device Mass Storage No Yes No No 50026B774609EAS8... 10/13/2018 &17:11 11/17/2016 8:53:25 AM
@ Port_#0003.Hub_#0004  Seagate Freefgent Go USB Device Mass Storage No Ves No No 50026B774B09BBC...  10/13/2018 &17:11 11/17/2016 8:57:28 AM
© Port_20003.Hub_#0004 Seagate Freefgent Go USB Device Mass Storage Neo Ves Ne No WXNIEC49... 10/13/2018 8:17:11 10/20/2016 4:45:24 PM
© Port_#0004.Hub_#0004 Seagate FreeAgent Go USB Device Mass Storage No Ves Ne No 50026B72480210FS...  10/13/2018 &17:11 3/14/2016 8:58:12 AM
@ Port_#0003.Hub_#0004 Seagate FreeAgent GoFlex USB Device Mass Storage No Yes Ne No NADBCMST 10/13/2018 81711 2/29/2016 2:20:18 PM
@ Port_£0003.Hub_#0004 Seagate FreeAgent GoFlex USB Device Mass Storage No Ves No No NAD208JX 10/13/2018 8:17:11 2/27/2014 11:43:30 AM
@ Port_20003.Hub_#0004 Sony DSC USE Device Mass Storage No Yes No No C739E003B027 10/13/2018 8:17:11 6/15/2015 3:28:21 PM




Properties

Device Name:
Device Type:
Safe To Unplug:
USB Hub:

Serial Number:

ProductlD:

USB Class:

USB Protocol:
Computer Name:
Product Name:
Service Name:
Driver Filename:
Device Mig:
Power:

Driver Description:
Driver InfSection:

Instance ID:

Last Plug/Unplug Date:

[Port_#0003.Hub_#0004

|Mass Storage

|Yes

|Nu

|5I]I]25EI??4BI]!JBBC2

|1 11772016 8:57:28 AM

[2100

(08

[50

[usBSTOR

[USBSTOR.SYsS

|Cumpatih|e USB storage device

|USB Mass Storage Device

[USBSTOR_BULK

|USB'|,\.'ID_I]BCZ&PID_21 00Y50026B774

Description:
Connected:
Disabled:

Drive Letter:
Created Date:
YendorlD:
Firmware Revision:
USB SubClass:
Hub { Port:

Yendor Name:
Parentld Prefix:
Service Description:
Device Class:
Friendly Name:
USB Version:
Driver Yersion:
Driver InfPath:
Capabilities:

*

|Seagate FreeAgent Go USEB Device

|Nu

|Nu

|1 0f13{2018 8:17:11 AM

[0be2

[0.00

[06

|USB Mass Storage Driver

[uss

[6.1.7601.19144

|ushstor.inf

[Removable, UniquelD, RawDeviceOK,

All or select entries can be exported out to HTML or pasted into Excel.

Export all USBSTOR entries from the setupapi.app.log files

Eile Edit

cmd:

m_wl setupapi.app.log - Motepad

Format ¥iew Help
>>> [Build Driver List - [JE:E[eL\DISK&VEN_KINGSTON&PROD_DATATRAVELER_SE9&REV_PMAP
\OB2481CBY3BEEDL119954087788 ]
»>» Section start 2814/82/26 11:57:11.364
"C:\Program Files (x86)}\DriverTuner\DriverTuner.exe"
cpy: Policy is set to make all digital signatures equal.
<<< Section end 20814/62/26 11:57:11.364
<<< [Exit status: SUCCESS]

Use the setupapi.app.log files to identify when USB storage devices were first attached to the PC.
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Putting it all together

Was the collection done in a certifiable manner?

Can the collected data be verified by a second party?

Can the results of your analysis be duplicated from the original data set?

Can the analysis results be achieved/explained without using automated tools?
Did the analysis accurately identify all PC activity from available snapshots?
How does the analysis of the data affect my case?

Each case will require a unique strategy to analyze. Understanding which strategy to take is key in every
computer forensic case.
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